HHdopmalMOHHO-CMIPaBOYHbIE MaTepuasbl
no BOIIpOCaM MPOTUBOAEUCTBUS
NPeCcTyIJIeHUSIM, COBepLLAeMbIM
C  MCNOAb30BaHMEM  MHOOPMaLMOHHO-
TeJIEKOMMYHMKALMOHHBIX TEXHOIOTUH

OTtBeuass Ha IOCTaBJIEHHBIE BOIPOCHI, CIEAYET OTMETUTb, YTO MOILUEHHMKM
YMEJIO TOJb3YIOTCS Maso MH(GOPMUPOBAHHOCTBIO yuyacTHMKOB CBO, a Ttakke
CJIOKHOM MOPAJIbHO-TICUMXOJIOTMUYECKOM CUTYalMed POIACTBEHHUKOB, Y KOTOPBIX
OTCYTCTBYeT MpsIMast CBSI3b C BOEHHOC/IYKALLMMMU.

BbIcOKass KOHLIEHTpaUusi [eHEeXHbIX CPeNCTB M 3HAYUTEIBHOCTH CyMM
eQMHOBPEMEHHBIX BbBIIUIAT SIBJSIETCS MNPUBJIEKATEBHON [JIsl 37I0YMbIILIEHHHKOB
MMUILIIEHbIO.

AHanmM3 YroJOBHBIX €/ ITOKa3bIBaeT, YTO OJelcmeus 310YyMbIUUICHHUKOS
no oomany yuacmuukoe CBO u ux 6auskux moxcHo pasdenumes Ha caedyrowjue
nonyaspHoie cnocoodwoi:

1. 3n1oyMbIILZIEHHUKM CO3[AI0T KaHajibl B MecceHaykepe Telegram, BU3yasibHO
MOXOXKMe Ha  OMUIMaIIbHBIE  TPYIIbl, [OCBSLIEHHbIE TIOMOIUM  CEMbSIM
BOEHHOC/TY)KAIMX, B KOTOPBIX PEryJsIpHO ITYOJMKYIOT CBEJEHMUSI O TpPOMNaBIIUX
BOEHHOCTYKalMX, uX ororpaduu, a rakxke PDF- 1 Excel- daiinbl ¢ nepcoHanbHbIMU
OaHHBIMM.

B Te ke KaHasbl HAYMHAIOT MO3[IHEee 3arpy’katbh BPEIOHOCHOE IPOrpaMMHOE
obecrieuenne (Hanpumep APK-daiibl, cogepykanme 6aHKOBCKMIA «Tposin» Mamont
JJIST oriepalMoHHOM cuctembl Android).

Wcronb3ys [gaHHBIA «BPEAOHOC» 3JIOYMBIIUIEHHUMKY TIOJYYalOT IOTHBIN
KOHTPO/Mb HAJ YCTPOMCTBOM JKEPTBbI, MOryT cobupatb O HeMm uHpOpmauuio,
nepexBaTeiBaTb M oTnpasaatb CMC, noayuuTbh AOCTYN K II0JIb30BaTEJIbCKUM
KOHTaKTaM M T.[., @ TakK)Ke OAHKOBCKMM MPUJIOXKEHMSIM M MeCCeH/I)Kepam.

B yensax 6ezonachocmu Heob6xo0dumo omkaouums aeémo3sazpy3ky eé Telegram,
nposepams popmam 0oKymeHINos.

2. [Tomoups B opopmieHnn BbIIJIAT, KaK CI10COO BOUTU B l0OBEpUe.

Tak, B ceHTsIOpe Tekyllero roma BO30OYXIEHO YroJOBHOe neno mo ¢akty
MOILLEHHMYECTBA B OTHOIIIEHMM BIOBbI YUaCTHMKA CIELMaILHOM BOEHHOM Orepaiymu.

MHunpeHT Havasics ¢ TesedOHHOro 3BOHKA, B XO[e KOTOPOrO HEeM3BEeCTHbIN
MMOMHTEPECOBAJICA, TTOJIyJasia JIM JKEHIIMHA MPUYUTAIOLIMEeCS el BbIIUIAThl M Harpagy
norubuiero cynpyra.

[locne oTpuLATESILHOIO OTBETA 3JIOYMBIIUIEHHUK TIPEAJIOKUI  O(POPMUTH
HeoOXOoauMbIe TOKYMEHTBI Yepe3 nmopTan «['ocyciyru» U mop NpeajioroM OKa3aHMUs
IIOMOILLIM 3anpocu y Hee Koj nmoateepskaeHus nz CMC-coobiieHus.

BrniocnenctBum, JoKe-COTPYOHMK TIPABOOXPAHUTENbHBIX OPraHoOB OOBMHMII
JKEHIIMHY B COYYaCcTUM B MOLIEHHMYECKON JIeSTeIbHOCTU U IPUTPO3UI YTOJIOBHBIM
npecienoBaimeM. [log naBieHneM MOILLIEHHMKOB JKepTBa Iepefajia BCe UMEKOLLMecs
JIEHEeKHbIe CPe/ICTBA HEM3BECTHOMY Kypbepy, NPUOBIBIIIEMY T10 €€ MeCTY JKUTEJILCTBA.

B yenax 6ezonacnocmu:

- HUKOMY U HuKozda He nepedasaiime kodet us CMC-coobwenuil;

- He nepexodume NO CCbUIKAM U3 COOOWEHUll u He ycmaHaeausatime
npozpammHoe obecneueHue U3 HENPOBEPEHHBIX UCTMOUHUKOS;



- pasymHo nooxodume K nybnukayuu 6 COYUANbHbIX CemAX NUYHOU
uHgopmayuu, mak Kak OHa Moxcem cmame uHgopmayueil, Heob6x0dumoii
MOWEHHUKY 01 CO30aHua cyeHapus oomMaHa.

3. MoimeHHuKy 3BOHSAT WM [MUIYT CBOMM ITOTEHLMAJIbHBIM JKepTBam
M COOBIAIOT, YTO U3 UX JEHEKHOro A0BOILCTBMA OyneT yaepskano 195 000 py6ien -
pasMep eIMHOBPEMEHHO BbITJIaThl, KOTOPAsi IPMYUTAETCSI BOEHHBIM B COOTBETCTBUM
¢ ykasom [IpesumenTta PD. [Ipuunna - gucimmimHapHoe B3bickanue. [lns 6onbiuen
yOeIUTeIbHOCTM MOLLIEHHMKY HAaNPaB/sIIOT B MeCCeHIKep «KOIMIO BBIMMCKMU» SKOObI
n3 npukasa Jenapramenra puHancoBoro obecneyenns: MurobopoHs! Poccun.

Yro6bl [eHeKHble CpeincTBa He OblIM CIIMCaHbl, MOLIEHHMKMU IIpeajararor
BOEHHOCJIY)KallleMy WJIM €ro pOJHbIM TIepeBecT¥ BCe HAKOIUIeHUs] SKOObI
Ha «6e3omacHbIi cyeT». [TonyuuB neHbru kepTBbl, TestedoHHbIE adhepUCThl UCYe3atoT.

Kaxk cebs o6esonacume:

- ecau Bam nocmynun nodospumensHeill 360HOK, npepeume pas3zoeop,
nonoxcume mpyoky,

- He 3a0biI8aiime, umo «6e30NaAcHbBIX CUeIMos» He cyujecmaeyem;

- N0 8CeM 80NPOCAM, C6A3AHHBIM C OeHeMNCHbIMU cpedcmeamu, obpawjaiimecs
6 c80il 6AHK camocmosnmensHo.

4. «XullleHMe OEeHEeKHbIX CPeACTB C OAHKOBCKMX CUETOB BOEHHOCTYKAllIMX,
B TOM 4YMCJIe TIOJTYUYMBILMX PaHEHMUE MM ITorubumx B 30He nposegenust CBO».

BoeHHOC/Ty)KallMe XpaHAT CBOM OAHKOBCKME KapThl B OTKPBITBIX MeECTax,
COXPaHHOCTDb JIMYHbIX Bellei UMM HMKAK He obecrieyeHa.

B pesynbTaTe 3TOro Kaskablii MOKET MOJyYaTh JOCTYII K MX BelllaM, YTO BeneT
B NaJbHEMILEM K XUIIEHUIO JeHEeKHbIX CPeICTB.

SIpkMM TIpMMepoOM MOXKET TOCTYKUTh COBepiieHHoe B aekabpe 2024 rona
XUILEHME JIEHe)KHbIX CPeICTB C OAaHKOBCKOTO CYeTa OJHOTO M3 BOEHHOCJ/IY KallUX,
KOoTOpbIM orub B 30He nposenenus CBO, B obuien cymme 6osee 2 MIH pyoIten.

[ToxuiieHHbIE JTeHeKHbIe CPeACTBa OOHAIMUYEHb! HEYCTAHOBJIEHHBIMM JIUIIAMM
B nekabpe 2024 roma yepe3 6aHkoOMaThl, pacroynioxkeHHbie B Jlyranckou HapoaHoi
Pecniybnmke. O XuLIeHMM AeHEKHbIX CPEACTB, B TOM UMCJIe CYMMBbI eIMHOBPEMEeHHOM
BbITJIATHI 3@ 'bOeb, MaTh MOrKOILLIEro y3Haa IIPU BCTYIJIEHUM B HACIeICTBO.

AHaJIOrMYHbIM CrIOCOOOM TMOXMILEHbI JI€HEXKHbIe CpelCcTBa B 0OIIei cymMme
6osiee 1 myiH py61ei1 ¢ BaHKOBCKOI'O CyeTa elle OJJHOr0 13 BOBHHOC/TYKallUX, KOTOPbIH
NoJyyms paHeHye B 30He nipoeaenunss CBO u Haxonuics Ha seyeHun.

Bo Bcex 3Tux ciyuasix BbIBOJ TOXUIIEHHbBIX JI€HEKHbIX CPECTB MOILIEHHUKaMM
OCYILIECTB/IIETCSI MYTeM HEeCAHKUMOHMPOBAHHOIO AOCTyNa K OAaHKOBCKMM Cu€TaM
BOEHHOC/TY)KAILIMX ITOCPEINCTBOM VTPAue€HHbIX MMM MOOWIbHBIX Te/e()OHOB
C  YCTAHOBJIGHHBIMM B  HUX  MOOWIbHBIMM  TIPUJIOXKEHUSIMM  OaHKOB
M BbIMaHEHHbIX Y JKepTBbl pekBM3UTOB KapTel, CVV-komoB, mapoei
u3 SMS u konoB u3 push-ysegomnenni.

Kak nodzomoeumecs Kk maxkou cumyayuu 3apamee:

- He Hocume ¢ coboii GaHKo8CKUE Kapmel, ocmasbme ux 8 6€30nacHom mecme;

- He xpaHume emecme ¢ 6aukosckoil kapmut ITHH-x00;

- exmwouyume ece ygedomnenuns (CMC u Push- ysedomnenusn) na Bce
onepayuu no kapme;

- NOMHuUmMe, umMo MOOGWIbHbIIL Mmene)oH ¢ GAHKOBCKUM NPUNOHCEHUEM
Mmoxcem 661moe makdxce Bamu ymepsiu;



- ycmaxoeume AUMUMbl HA CHAMUE HANUYHBIX, HA 0e3HaNUYHYIO onjaamy
U OHNaliH-namexcu Ha komgpopmuetii daa Bac yposenw (k npumepy, 5 000 pyéneti
8 dens). Cdename 3mo MoHCHO 6 MOBWIBHOM NPUNOXHCEHUU BaHKa;

- ucnonw3yiime eupmyanbHy Kapmy 015 OHAAUH-NAamexMcell.

B yenax 6ezonacrHocmu nocne o6HapyxceHus ymepu 6aHKOBCKOI Kapmui:

- omkKpoiime MoOOwibHOe nNpwiodceHue OGaHKa u evibepume ONYUKW
«3abnokuposame Kapmy»;

- ecnu Hem docmyna K NPpuioNceHulo, HemeodaeHHO NO360HUME HA 20PAUYI0
AUHUK 6aHKa no Homepy menegoHa, yKazaHHoOMy Ha o uyuanbHoM caiime.

[TomobHbIe MpecTyIIeHUS HaxXoJIATCS Ha ocobom KOHTPOJIe
y MPaBOOXPAaHUTEIbHBIX OpraHoB. [Io dakram xuieHui BO30YKAAKOTCS YIOIOBHbIE
nena, M BUHOBHbIE HECYT CypoBble Hakasauus. OpHako mnpobnema Tpedyer
KOMIUIEKCHOTO DpelUeHMs], BK/IKUYAIOLIEr0 KaK TeXHMUeCKMe Mepbl 3alluThl, Tak
1 TIOBbILIeHVe (MHAHCOBOM IPaMOTHOCTY HACEJIeHMsI.

OnHOBpEeMEHHO, B LEIIX MPOTUBOAEUCTBUS COBEPLIEHUSI OTMEYEHHOI'0 Buia
NpecTyryieHun, OyaeM Tmpu3HaTe/NbHbl 3a y4acTue B PpacnpoCTpaHEeHuu cpenu
BOGHHOCTYKAIIMX M WIEHOB WX CeMbM JOMNOJHUTENbHOM MH(OPMAIMOHHO-
npodWIaKTUYeCKOM TIPOAYKIIMM, Hambonee INpUeMIEMbIMM U JIerKOYCBOSIEMBIMU
dbopmaMm BOCHIPMATUSI KOTOPOM SIBJISIIOTCS MPOCMOTP (POTO M BUIEOKOHTEHTA
Ha pasIMYHbIX MHTEPHET-TUIOILANKaX, COLMAJIbHBIX CETSIX M CPeaCTBax MacCOBOW
HGOPMALIMK, a TAK)Ke IIPOBEIEHUE OUHBIX JEKLNUM B KO/UIEKTUBAX.

PexomeHayeTcsT UCIOMb30BaTh pyopuky canuta CreacTBeHHOrO JernapTaMeHTa
MBI Poccun «ITpoduraktuka momenuuyectsa». B pasnene «HoBoctu» pasmerieHo
353 nHbOpMaLMOHHBIX COODIIEHNMIT O IMCTAHLIMOHHBIX XUILIEHMSIX.

Taxxe COOTBETCTBYIOLLME npodurakTyeckue MaTepua’bl
M BUIEOKOHTEHTBl COJEpPKaTCI Ha pecypcax, IIOCBSILLIEHHbIX HeJOMYyIIeHNIO
MPEeCTYIUIEHUA B OTHOIIEHWM TpakJaH, O3HAKOMMUTBCS C KOTOPbIMM MOYKHO
M0 CChUTKaM:

https://MBI.pd/BONPOCE/MOILIEHHUK 151 https:/mBa.pd/news/rubric/17
(odpuyuanvuvie unmeprnem-catime: MB/[ Poccuu);

https://mBn.pd/Videoarhiv/Socialnaja_reklama/B6e3onacuoctu/item/55246013/

https://mBa.pd/Videoarhiv/Socialnaja_reklama/sbesonacuoctu/item/54619404/

https://mBa.pd/Videoarhiv/Socialnaja_reklama/B6e3onacuoctu/item/5461707
(8udeokoHmeHmbl: «peKomeHOoayuu ona z2paxcoaH o Hasvikax 6e3onacHocmu npu
UCNONB308AHUU BAHKOBCKUX KaApm, UHMepHem-6aHKuHz2a, BAHKOMamoe», «360HOK Om
«onepamopa COmoB8oU C8s3U», <«380HKU OmM COMpYOHUKO8 20CYJdapCmeeHHbIX
opz2aHos», «umo makoe ¢getikoable QR-K0dbl U Kak 3mum noib3ylomcs MOUWEHHUKUZ»);

https:/mBa.pd/mvd/structurel/Upravlenija/yo6x/mHbopmanms-ajisi-rpaskiaH
(opuyuanvuwtii unmeprem-catim YBK MB/I Poccuu);

https://t.me/cyberpolice rus (opuyuanvusiii menezpam-kawan YBK MB/]
Poccuu);

https://www.kaspersky.rv/  (ouuuaneHsiti  unmepHem-caum  KoMhaHuu
«/labopamopus kacnepckozo»),

https://www.securitylab.ru/ (ungpopmayuonnwvili nopman no 6ezonacnocmu);

https:/ligainternet.ru/ (obuumanbHbIN uUHmMepHem-caum «komnavuu <«Jluza
6e30nacHozo uHmepHema»);




https:/t.me/internetinsafe (oguyuansreiti meneepam-xkarwan xkomnanuu <«Jluza
6e3onacHoz20 uHmepHema» ).

OnHOBpEMEHHO MPeIOCTaBIISIIOTCS CChIJIKN:

https://okko.tv/serial/na-krjuchke-592260973 (npogunaxmuueckuii poccutickuti
cepuan 204 zoda «Ha kpiouke», KOmopwill None3HO nocmompems Oaxce mem, Kmo
Y8€EPEH, MO HUK020d He nonademcs Ha Yy108KU MOWEHHUKO8);

https://www.kinopoisk.ru/film/1316625/  (kopetickuii  ¢unem  «I pasubvle
MUNIUOHBIY» O Mene(OHHOM MOWEHHUYECmae).

CnencrBennnii gernapramenT MB/I Poccun



HMHbopmaunoHHO-CIpaBoYHble MaTepuasbl
no BOMpOCam IPOTHBOAEHCTBUS
NIPeCTYTIJIEHUSM, COBepILIaeMbIM
C  MCHO/Nb30BaHMeM  MH(POPMALMOHHO-
TeJIeKOMMYHUKAIIMOHHbIX TeXHOJIOT M1

Yro Takoe OMoMeTpuUecKue IaHHbIe M B YeM MX IJiaBHas yrposa?

Buomerpuyeckne mnepcoHanbHbIE [JAHHBIE - 3TO CBEHEHMS, KOTOPHIE
XapaKTepusyioT (QuU3MoIorMyeckne M OUOJOTUYECKMe OCOOEHHOCTM UeIOBEKa,
Ha OCHOBaHMM KOTOPBIX MOJKHO YCTAHOBUTL €ro JMYHOCTH (OTIEeYaTKM IMasblia,
reoMeTpust JIMLA, FOJI0C U UHOE).

VYrposa Kpaku 6MOMeTpUYecKnx JaHHbIX — 9TO Yrpo3a Ballei MAEHTUYHOCTH,
pernyTaumum 1 MPMBATHOCTH B JI0JTOCPOYHOM TEPCIIeKTUBE.

B Hacrosiuee BpeMsi MOLIEHHMKM B OCHOBHOM cobupaioT Gdororpadun
¥ TOJIOCA POCCUSIH.

Kaxk MO1LIeHHMKHM MCTI0/Ib3YI0 COOpaHHbIe JaHHbIe:

1. Utobs! cosmaBath aundenkn 1718 obmaHa OJM3KMX, OPY3€l M KOJUIET.
MollleHHMKY CO3/1aI0T TIPaBaoOn0OHbIe JTereH bl M, B KOHEYHOM MTOTe, BBIMAaHMBAIOT
Y JKePTBbI JIEHbI'N.

2 Kpaxka akkayHTOB. Hekoropbie cepBUCHI TPeBYIOT MOATBEPIKIAEHMUSI
JuyHOCTH 110 Buaeo. [ToyunB HYKHbIe PaKypChl JIULA, MOIIEHHUKMA TIPOXOAIT TaKue
TIPOBEPKMU.

3. @anpimBeie npodhuau u goxkymeHThl. DoTorpadun MUCIONB3YIOT I

CO3/iaHus TMOMJIeJIbHBIX aKKayHTOB B colcersx, cxem c «Fake boss» (mommesbHbiii
PYKOBOIMTENb) M (PUKTUBHBIX aHKET Ha BAKAHCUIO.

4. [lanTaxx u neckpuautauusi. JJaHHbIe MOTYT ITOMACTb B OTKPBITHIN JTOCTYII
WM TIPOJABaTbCS HA TEHEBBIX popymax. OTO PUCK PeryTalMOHHBIX TTOTePb.

Jns coopa 6momMeTpuUeCKUX JAHHBIX 3/I0YMBIIIIJIEHHUMKUA MOT'YT:

- COBepulIaTh BaM 3BOHKM I[10 BMIEOCBSI3M M BO BpeMs OOLLIEHUS BeCTH
BM€03aMM1Ch PasroBopa,

- pacchuIaTh MacCoOBbIe COOBIIEHUSI, KaK MTPaBUJIO, CO CChUTKOM Ha (DUILIMHIOBbIE
(noppenbHbIe) CepBUCHI, K Npumepy, s1ko6s! «I'ocyciyru», 6aHKOBCKUI CEPBUC WIIH
MHTEpPECHOE IIPUJIOKEHNME, M MO ITPEIJIOrOM OIIAThI YCJIYTY MM COCTABJIEHMS 3asiBKU
TpeboBaTh MOATBEPAUTH JIMYHOCTD: BKJIOUMTb KaMepy M IOKa3aTh JIMLO CO BCeX
PaKypCcOB WM, TS B KaMepy, [IoMaxaTh PYKOJ;

- cobupartp Baum Qororpadumu M BMUOEO U3 COLMAJIBHBIX CETeM, e BbI
BBUIOKUJIN UX C OTKPBITBIM JOCTYIIOM.

Cnemyer OTMeTUTb, 4TO 3amyuCh BUAEO C  JMUOM  TpaskIaHMHA
He TMO3BOJISIET IOJYYUTH HOCTYN K OAHKOBCKMM TIIPMJIOKEHMSIM M IUIATEXKHBIM
cpeacrBaM. Poccuiickue OaHKOBCKME OUMOMETPUUYECKME CepPBUCHI  YCTOMYMBBI
K aundenkam, naske eCc/M OHM CHenaHbl HA OCHOBE COOpAHHBIX HAHHBIX IO TAKUM
cueHapusam. Hemocrtatouno /s ycneumrHon uaeHTUMOMKALMM M [IPOCTOM 3anmcyu
rosioca.

B TO Xe Bpemsa B HacToslee BpeMs yiKke 3aMKCHUPOBAHO, UTO HUOMETPUYECKME
DaHHble  AaKTMBHO  MCIIONL3VIOTCS  3JOYMBILUIEHHMKAMM  KaK ~ MHCTPYMEHT
MICUXOJIOTUYECKOM MAHUITYISILUUM TIOC/Ie B3aMMOIEMCTBMSI POCCUMCKMX TpPaskaaH
C (pMIIMHTOBBIM (TTOJI€/IbHBIM) PECYPCOM.

[Tonp3ysch Tem, YTO AaHHBIM CIIOCOO Bepu(MKaLUM OTHOCUTEIbHO HOBbINA,
MOILIEHHUKM aKTUBHO ITPUMEHSIIOT COOBIIEHNMS O B3JIOME WU yTeYKe HUOMeTpnUYeCcKUx



OAHHBIX B CX€Max, [PeAIoJararlMX WHULIMATUBHBIA 3BOHOK TpakIaHMHA
B MMO/I/IJIbHYIO TEXHNUYECKYIO [OJEPKKY.

TGK, (] PECH)}@-JTHKE? Bamxopmocmaﬂ Jadasumenio nocae SSHUMOaEﬁCH‘!SHH C dJulHUHZOBbIM
(noddenvHbiM) pecypcom nocmynuno yeedomaenue «Bbi ycnewHo nodmeepdlunu 6xo0 ¢ nomMowsio
6uomempuu no ¢pomo ¢ Hosozo ycmpoiicmaa Aiicpon 14 I[Mpo Makc. Buizpyska dannbix 3anylyena,
no oKoHuamur omuem Gydem omnpasnex na noumy mamontscaml312@yandex.ru». ITocae uezo ¢
HUM C8A3aNCA Heu3eecmHblli U, npedcmasuswiucb compydHukom nopmana «Iocycayzu», nod
npednozom obecneuenus GeszonacHocmu OeHexcHbix cpedecms, nymem obmana noxumun 500 000
py6aeti u 1 200 donnapos.

Hecmorpst Ha oTcyTCTBME (DAKTOB IIPUMEHEHMUST OMOMETPUYECKMX JTAHHBIX IS
HeMPaBOMEPHOTO AOCTYIIA K IJIAaTEXHBIM CepBucam, HEOOXOAMMO cOOJTI0IaTh Ha3oBbIe
Mepbl 6e30MacHOCTH.

IMpuauunbl GUHAHCOBOM CaMOOGOPOHBI C MPUXOAOM HOBBIX TEXHOJIOTMMH
He MEeHSIOTCA.

Huxro m3 odmumanpHbix nmu (6aHK, rocopraHbl) He OYAyT 3arpaiimMBaTh
6uomerpuio (BMAEO C JIMLIOM M rOJIOCOM) 1O TenedOHY WM Yepe3 CMC-PacChl/IKY.
[Tockonpky mpouecc cbopa 6GmoMeTpun IPOXOAUT B CTPOTO perjiaMeHTHMPOBAHHOM
nopsike. EnyHCTBeHHbIN 6e30nacHblil Cnocod ¢aaTh CBOM OMOMETpMUUECKMUe NaHHbIe
nns EnuHon 6uomeTpuyeckon CUCTEMBI — 3TO MPUMMUTM C TNacrlopTOM B OTIe/IEHHE
6aHKa, KOTODbIM TOAKIIOUEH K CUCTEME U TMPOUTM MPOUEAYPY B CIIELMATBLHOM
Kabuuere.

OnHOBpeMeHHO pPEeKOMEH/YeTCsi MCIOJIb30BaTh CJIOKHBIE M pasHbie Maposn,
a TakXXe ABYX(aKTOPHYIO ayTeHTM(OUKALUMIO Be3/e, I'le 3TO BO3MOYKHO.

Takke HeEOO6XOAMMO TOAO3PUTEIBHO OTHOCUMTCS K MMUCbMaM C ITPU3bIBOM
K JeNCTBUSIM (HampuMep «OTKPOW», «IIPOYMTaN», «O3HAKOMbBCS»), C TEMaMM IO
dbuHaHCB, 6aHKM, B TOM YMCIe CO CChUIKAMU, OCODEHHO €C/IM OHM [JIMHHBIE WU
HaobOopOT, UCIOIb30BaTIUCh CEPBUCH] COKPALLIEHUST CChIIOK.

Hesnb3st mepexoanTh MO CChbUIKAM M3 MMCbMa, €C/IM OHM 3aMEHEeHbl Ha CJIOBa.
Cnenyer mnpoBepsiTb CCBUIKM, JaKe €M TUCBMO TIOJYYEHO OT KOJIJIeTM WU
3HAKOMOro. Hy>KHO TOMHUTB, YTO MX aKKayHTbI U IMUHbIE KAOMHETbI MOIJIY B3/IOMAaTb.
Taxoke Ha GuiMHroBom caiite 4acTo ecTb opdorpaduyeckmue OMOKM M HEKOPPEKTHO
paboTalme 371eMeHThI.

Yro genarp, eciun Bee )xe Bl cTanm xepTBon:

- He3aMeJJIMTeIbHO NO3BOHUTh B OaHK (He 10 HOMEpY u3 CMC, a [T0 HOMepy
tenedoHa, yKa3aHHOMY Ha 0O0POTHOI CTOPOHE BAHKOBCKOM KapThl) U 3aBJI0KMPOBATh
cuyeTa M KapThl,

- CMEHMTb BCe ITapoJyii, KOTOpPbIe BBOWINCH, OCOOEHHO €C/IM OHM OT OHJIaMH-
6aHkoB u «['ocycmyr»;

- TIOZIATh 3asBJIEHMs B [IOIMLMIO, @ TakKKe B POCKOMHAI30p O HernpaBoOMepHOM
06paboTKe MEepPCOHANBHBIX M OMOMETPUUECKMX HJAHHBIX W  XMUILEHUN/TIONbITKEe
XMILEHVS I€HEe)KHbIX CPeJICTB.

['naBHag 3ammra OT aTak, CBS3aHHbIX C OMOMeTpMeN, - 3TO JMYHas
O1MTEILHOCTD ¥ TTOHMMAaHMe TOro, 4TO Baliu YHUKa/IbHbIE JaHHbIE HeJlb3s Tepe1aBaTh
KoMy 6bI TO HM 66110 yaaneHHo. JIrobast mpockba 3TO caenaTh — 3TO BePHbINA IPU3HAK
MOILIIeHHNYeCcTBa!

Cnencreennbiit menaprament MBJI Poccun



WHdopmaumuoHHO-CIIpaBOYHbIe MaTepuaibi
o BOTIPOCaMm [IPOTUBOLEACTBMS
MPeCTYTUIEHUIM, COBEpIIIAEMbIM
C  MCIONB30BaHMEM  MHGOOPMALMOHHO-
TEe/IEKOMMYHMUKALMOHHbBIX TEXHOJIOI M

OtBeyass Ha IIOCTaBJI€HHbIE BOIIPOCHI MOXXHO OTMETUTb, UTO aAKTYa/IbHOCTD
MPOTUBOAEMCTBUS MOLIEHHMKAM Ha PbIHKE HEIBMKMMOCTMU CBsi3aHa C IMIPUHATHIMU
6aHKOBCKMM CEKTOPOM MepaMi 10 3allATe JeHEKHBbIX CPe/ICTB Ha CYeTaX KJIMEHTOB.

Buenpens! HagesxHble AHTUQPOA-CUCTEMBI TTO BJIOKMPOBKE BbIBOJA IE€HEKHbIX
CpeICTB CO cuyeTOB KiamMeHTa. I[lOCTOSIHHO pacumpsieTcss TIOHATME —OIepalun
6e3 cornacus KIMEHTa, MPUHMMAKOTCS OTPULATE/]bHbIE pelIeHUs [0 3asBKaM
Ha [0JTyuyeHMe KPeIUTOB, MMOCKOJIbKY COTPYIHMKM OaHKa YeTKO CYMTHIBAIOT KJIMEHTA,
HaXOJAILErocs rnoj, Bo3aeicTsueM obMaHa.

[Tosromy 3JIOYMBIIUIEHHUKM CTalM MCMOJIL30BaTh CIEHAPUM  XUIIEHUS
MMYILECTBa TpakaaH, MCKIOYMB Yy4yacTve OAHKOB M MOIUEHHMYeCKue CleHapuu
C KBapTMpamu, I'e KePTBbI MO BO3IEMCTBUEM 3JI0YMBILUIEHHUKOB TPOAAIOT CBOE
eIMHCTBEHHOE JKMJIbe, MeUCTBUTE/IbHO CYLIECTBYIOT B POCCMMCKOM CyeOHOM
M COLIMAJIbHOM MTPAaKTUKE.

OnHOBpPEMEHHO >KepPTBbI HE TOJLKO TMNPOAAIOT KBAPTUPbl, HO M MAalIUHBbI,
3aKJIQIbIBAIOT LIEHHOE MMYIIECTBO B JIOMOap/abl HEHbIM TepenaloT KPUMMHAIBHbIM
KypbepaM.

U BCe 3TO HECMOTPSI HA TO, UTO B I71I00aJIbHOM ITOHMMAaHMM, Ha TEKYLLMM [I€PUOL
HaceneHue ¥ npodeccHOoHa/ibHbIe  YYAaCTHMKM  PbIHKa ropasgo  Oosblie
uHpopmupoBanbl 0 Hamuuu HMT-npecrtynHocty, cnocobax uX COBepLICHMUS
M MeToAax MPOTUBOMEMCTBUS €M, a TaK:Ke NpaBuiax 6e301acHoro rnoBegeHus.

JaHHbIe CLeHapUM HAXOISTCS HA CThIKe ITPABOBOM HEIPAMOTHOCTH, a TAKXKe
MOILIEHHMYECTBA M B OCHOBHOM IIOJYYM/IM PACIPOCTPaHEHMe B KPYIIHbIX rOpojax
n obnactax: MockBa, Cankr-Ilerepoypr, HoBocubupckas, UYensbunckas,
MockoBckasi obJsiactu, rjae HauboJsiee BbICOKasi CTOMMOCTDb JKUJIbSL.

Cinyyan npojaxky TMEeHCUOHepaMyu  KBapTup, C  3aBEeIOMO  JIOXKHbBIM
YTBEPXKAEHMEM, UTO OHM CTaJIM JKePTBAMM MOIIEHHUKOB, TIPY MOATOTOBKE MaTeprasioB
He 3aMeyYeHbl.

[Ipn BbiABAEHMM yKa3aHHbIX (AKTOB JMUA IIOJJIEKAT TPUBJIEUYEHUIO
K YIOJIOBHOM OTBETCTBEHHOCTM B COOTBETCTBMM C 3aKOHOAATEIbLCTBOM Poccumiickoin
Denepaimm.

37I0YMBIIJIEHHUKY MCITOJIb3YIOT JI€HEeKHbIe CPefCTBa, IMOXMIIEHHbIE Y JKepTB
B pe3yJIbTaTe MOLIEHHUUYECKMX CXeM C KBapTUpaMu, IJis Jeraam3alyuy NpecTyIHbIX
JOXOMAOB, a Takke sl PUMHAHCHPOBAHUS HEesATeIbHOCTM, HAllpaBJIeHHOM Ha MOAPbLIB
OCHOB I'OCY/1apCTBEHHOrO CTpost 1 6esonacHocti Poccuitckoin Penepaimu.

W xepTBa HEBOJILHO BTATMBAETCS B 3Ty LIEITOYKY.

Ecnm ke jXepTBa 3Haja M OCO3HaBaja, 4YTO Y4YaCTBYeT B oONepaumsx
C TMpPecTynHbIMM HOXOmaMM, TO (PaKTUYECKU SIBISIETCS COYYACTHUKOM psjia
NpecTyIIeHUNA.

Camobie  pacnpocmpaHeHHble  8APUAHINGI  MOWEHHUYECKUX  CXeM
C Keapmupamu:

1. « MOILLIeHHMYeCTBO MO/ BUAOM COTPVAHMKOB OaHKa MJIM TOCOPraHoB».

Bo Bpems 3BOHKa UM COOOIIEHNS «OT COTPYAHMKA 6e30MmacHOCT BaHKka» uin
«Pocpeectpa» Bam coo061iar0T 4TO Ha KBapTUPY MBITAIOTCS OQOPMUTL WM YiKe




obopMM/IM HE3aKOHHVYIO CcAenKy. UToObl «3ab/iOKMpOBaTb» aTaky M «3alUTUTH»
HEJBMKMMOCTbD, JKEPTBY MPOCSIT:

- B34Tb KPEOWUT IIOJ, 3aJ0T KBApTUPbl ¥ TIePEeBECTM JIeHEXXHbIe CpeNCTBa
Ha «be30macHbIi cyeT» (CYeT MOILIEHHUKOB) MU Nlepe/iaTh Kypbepam;

- «3aIIUTUTBL» KBAapTUPY OT apecTa, MO0 MHBIX IMPOo6JIeM C 3aKOHOM, TTPO/IaB ee;

- MMPeIOCTaBUTh VAAJEHHbBIM JOCTYI K KOMITBIOTEPY MJIM YCTAHOBUTL BUPYCHOE
MpOrpaMMHOe 0becrieyeHue Mo BUIOM «3aLUMTHOTO ITPUIOKEHUS ».

2. JlereHma o0 «reHepaJbHOM JOBEPEHHOCTU Y, ODOPMIIEHHOW OT MMEHM JKepPTBbI
Ha «YKPaMHCKOTO TEPPOPUCTa».

Bo Bpems 3BOHKa wiaM coobieHusi Bam pacckaseBalOT O NEpeBoaax BCexX
IEeHEeKHbIX CPEe[CTB, NMPOJA)Ke KBAPTUMPbl M «Kak CJIEICTBME» O «Trpossiein» Bam
YIOJIOBHOM OTBETCTBEHHOCTH 3a puHaHcupoBanmue BCV.

Crnenyer MOMHUTb, YTO MPOJaTh KBAPTUPY <O JOBEPEHHOCTU» MIHOBEHHO
HEBO3MOJXKHO.

st OTUYKAeHMUST HeABMKMMOCTH HY)KHA HOTapMalbHO YIOCTOBEPEHHAs C/Ie/IKa
¥ TOCperucTpaums nepexoa rnpasa cobcrseHHocTn B PocpeecTtpe, KoTopasi 3aHMMaeT
BpeMsi, TaK KaK IIPOBEPSIIOTCS JOKYMEHTbI.

JL1st pacnopspkeHMsi CUeTOM JI0OBEPEHHOCTD JIO/IKHA ObITh NpeabsBieHa 6aHKy.
Banku B 06s3aTe/IbHOM TMOPSJKE MPOBEPSIOT €€ IOAJIMHHOCTb, 8 MHOTME BOOOIIe
TIPMHUMAKOT AOBEPeHHOCTH, opopmieHHble B camom OaHke. Hu omuH «teppopucr»
He MOXXET MOJIYYUTh JOCTYII K BallIM A€HbraM IPOCTO 10 3BOHKY MJIM UYKOMY CJIOBY.

I'eHepasnpHast 1OBepeHHOCTh He odopmisieTcss Tankom. Jliobas HoTapuaibHas
NOBEPEHHOCTb TpebyeT JIMYHOIO MPUCYTCTBUSI NOBEpPUTENsT y HOTapuyca M €ro
noanucy. Henb3s, uTo6b1 10BEpeHHOCTD Ha Balle MM odhopMuin 6e3 Balllero yyacTus
WM TI0 «IpuKasy cBepxy». JIobbie pacckasbl NMPoO TO, YTO «3a Bac yske obopMuI
NOBEPEHHOCTb» - IOPUANYECKH HECCMBICIEHHbBI U JKUBBL.

3. «MouleHHMYeCTBO MO IMPEeJIOrOM VTOYHEHUS JaHHbIX JUIs JIOCTaBKM
MOCBUTKM» VI «ITOJ MPEAJIOrOM 3aMeHbl CUETUYMKOBY.

SIpkMM TpuMMepOM MOJKeT CTaTh YroOJIOBHOE Mo, KOrja KuUOepMOILEeHHUKU
IOCJIe TOro, Kak OHa IMPOAMKTOBAJIA MPUCIAHHBINA € B CMC-COOBIIeHU KO, yHeauim
75-neTHION0 kuTeabHuIly [TpuMOpCcKoro Kpast B TOM, YTO HeYCTaHOBACHHBIMM IML[AMU
Obl1 MONyYeH AOCTYN B ee JM4yHblM Kabuuer «['ocycnyr» u Ternepb ee KBapTupa
HaXOAMUTCS B 3aJIOre Yy HEeKUX 3/I0YMbIIUIEHHMKOB, B CBA3M C Ye€M HeIBMKUMOCTb
HY>XHO CPOYHO I1pO/aTh, MHa4e OHA repeiaeT B COOCTBEHHOCTb TPETbUM JIULaM.

4. «MoueHHMYeCTBO MO TNpPeAJOroM TOAYYEHUS TMEePCOHATbHBIX JaHHBIX
Y JI€HEKHbIX CPEACTB I'PasKIaHUHaY.

3/IOyMBIIIEHHUKM MCIIOJIb3YIOT Tene(OHHbIe 3BOHKM, 3JIEKTPOHHYIO TOYTY
1 MeCCeHJKepbl, HepeIKO NMPUKJIabIBast MOAe/IbHbIE « IOKYMeHTbI» U3 PocpeecTtpa»,
4yTOOBI 3aMyraTh JXEePTBY BO3MOXKHON MOTEpeit KBAPTUPBI.

WX uenb - BbI3BaTh NMAHMKY ¥ BbIHYAMTb 4YeJIOBEKA CBA3AThCS C «CIYKOOM
MOAEPKKMU» 110 YKa3zaHHbIM HOMepaM.

5. «MoueHHUYeCTBO MO IPEeAJIOrOM VYacTusl B CHELMAaJbHON onepaumu
0 MOVIMKE MPEeCTYITHUKOBY.,

SlpkmM npuMepoM MOXKeT CTaTh YrOJOBHOE [eJIo, KOrja adepucTsl,
MPEeICTaBMBILINCh «CHMJIOBMKAMKU», yoenuin 78-1eTHIO XEHIIMHY, 4TO ee TenedoH
«MIPOCTYIUMBAIOT» MPECTYIIHMKM, U AJIST MX TOMMKY HYKHO BBINOJIHATH MX YKasaHus
«B PaMKax ornepauum».




MockBuuKa rocyieioBaTeIbHO 1moJioxknaa 1,1 max pydieit 13 joma B YKa3aHHOe
MOILLIEHHMKaMM MeCTa, a TakKKe mpogana 4 KBapTUpPbl, OTAAB JEHBIU «ITOCBUILHBIM»,
3autlaHupoBana OQOPMUTL PEHTY Ha IIOJAMOCKOBHYK KBapTUPY, HO BOBpeMs
crioxBatunack. O61mit yuiepd nmpesbicnst 50 man pybsein.

Umo »ce npoucxodum nocae mozo, Kak »cepmea COUuanbHoz0 UHN CeHepa
npodana Kéapmupy u omoana deHv2u MOwWeHHUKam?

[Tocne Toro Kak »XeprBa OTHaja IOEHLIM M OMpaBMIach OT BO3LEMCTBUSA
COLMAJTBHOTO MH)KEeHepa, OHa MMbITAeTCs BEPHYThH [IPaBO COOCTBEHHOCTH.

Cnpasouno: K npumepy axanuszupys nonyueHHole dauHote u3 10 meppumopuanvhbix
nodpasdeneHull HamMu yCmaHoeneHo, umo nocie peaauzayuu 251 keapmupet nodaro 98 uckoe 8 cyo,
u3 Komopwslx 9 He npuHaAMbl 68 CBA3U C HEH(I@.»’IE)\‘(HH{UM cocmaeéneHuemMm UCKOB8020 3as8neHus,
us 89 uckos 55 He paccmompenst cydamu, no 20 npaso cob6cmeéeHHOCMU OCMABAEHO
3a nokynamenamu, no 14 - 3a npodasyamu.

IIpakTUka rpa>kIaHCKUX CYAO0B 3eCh UJET 110 TPEM HalpaBJICHUSAM:

- B Cy[e CJe/JKa IMPU3HAETCS HeIeMCTBMTENLHOW M TMOKYIaTelb KBapTHUphI,
SIBJISIIOIIMIACS TOOPOCOBECTHBIM, OcTaeTcs u 6e3 meHer m 6e3 kBapTupsl (Mam 41%
TaKMUX PElLIeHUN);

- B CyZe CHeJIKa MPU3HAEeTCS HeelICTBMUTEIbHON M ITPUMEHSIETCS IBYCTOPOHHSIS
PECTUTYLIMS, 1IpaBo COBCTBEHHOCTH BO3BpAalllaeTCs IIpOAABILY
C OMHOBPEMEHHBbIM BO3JIOXKEHMEM Ha HEro 00S3aHHOCTU IO BO3BPATy JEHEXKHBIX
cpencTB nmokymnaremo (v 39%);

- B Cyoe B MCKOBBIX TPeOOBaHMSIX MCTI[y OTKa3bIBAIOT, JKEPTBA CaMa HeceT
OTBETCTBEHHOCTD 3a CBOM AencTBust (vm 20%).

Bo Bcex uccrenyeMbIX HaMH cilydasix MOKyIaTelb BBOJMJICS B 3a0iyKIaeHHE
MPO/aBIIOM, TTOCKOJILKY 3TO 4YacTh ClieHapus oOMaHa.

B cBs3uM ¢ yeM BcraeT 3aKOHOMEpHBbIA BONpoc: «/lojpkeH JiM nokynarelb,
KOTOPBIM IPHUHSATEI BCE MEPhI /11 BBISCHEHHS BOJMW MPOAaBLa, OTBEYATh 3a JACHCTBUS
NpoaaBMa, HaXOIAIIEerocs 1Mo/1 Bo3/ieHcTBHEM oOMaHa?».

Cpazy cmoum o0zo6éopumecsa, 4Hmo He cywecmeyem oOQuyuUanrbHoU
cmamucmuku, Komopas 6st omciaexcusand UMeHHO «<MUHUMAIbHYIO Wil Haubonee
KPYNHYI0 CYMMY» N0 Kéapmupam, NpooaHHbiM nood 603delicmeuem mouleHHUKoB.

Eciu roBopuTh O «CcpeaHeil CymMMe», KOTOPYIO TepsieT >KepTBa, TO OHa
KOeHIeTCsl B IUIMPOKUX TIpeaesnax, HO YCPeIHEHHbIM JAMana3oH MOKHO 0003HaYUTh
Kak ot 1,5 no 6 mmwumonos py6aei. [Touemy Takoit pasdépoc? PermnoxanbHas pasHmia
B CTOMMOCTM >XKWJIbsl. DTO IJIaBHbIN (HAKTOP.

B r. MockBe u MockoBckoi 0671acTi yilepOd OT OJIHOM TaKOW CIEJKU MOKET
cocraBysite 10-25 muth py6aieit u 6onee. Kpaptupa B criaibHOM paitoHe r. MOCKBbI
sierko crout 12-15 muH. pyben.

B kpynHbix ropopax-mmwiuinoHHukax (Cankr-Ilerepbypr, Exkarepmuotbypr,
HoBocudupck u gpyrue) cpenHmit yulepd Oymer B amanasoHe 4-8 muH pyostein.
B permoHax cymma MOXKeT ObITb 3HAUMTEJIbHO HmKe - 1,5-3 muH py6nen
3a CTAaHAAPTHYIO OJJTHOKOMHATHYIO WM JIBYXKOMHATHYIO B 00/IaCTHOM LIEHTDE.

Kax 3awjumumsca »cepmeam moweHHuUuecms u 006pocosecmHbIM

nokynamensam?
3aMTUTBECS  OT TaKMX MOIIEHHMKOB MOJXHO, BbIpaboraB «1mppoBOiA
MMMYHUTET» - HabOp YeTKMX IpaBWI U TIPUBBIUEK, KOTOpPble HE ITO3BOJIT

3/I0YMbILIUIEHHMKaM Bac 06maHyTh.



Pekomenodayuu 015 neHCUOHEPOS8 U UX POJCINEEHH UKOS.

Camon coBpemeHHONM u 3ddexkTMBHOM cTparerner Kubepde3ornacHOCTH
B 310XV MCKYCCTBEHHOI'O MHTE/IJIEKTA U IUM(ENKOB SIBJISETCS IIPUHIMITI HYJIeBOTO
noBepusa. EciyM roBopuTbh KOPOTKO, €ro CyTh MOXKHO BbIpasuTh OAHOM (pason
«Huxoraa He noBepsii, Bcerja nmpoBepsiny.

I'naeuvie npasuna ocmatromcs éce me mice:

1. TTonyuuB HEOXMITAHHYIO MPOCHOY MM yKa3aHue IepenaTb HEe3HAKOMOMY
MUY OeHbru, oPOPMUTH IOPMOMYECKYIO COENKY C KBapTMpOM, TeM Oosnee B Xome
teneoHHOrO pasroBopa, Heoboxomumo Ha 100% mOHMMATL, YTO ITO VYJIOBKM
MOIILIEHHMKOB, U ITOJIOKUTbL TPYOKy. JIto6ast yrpo3a «CpoYyHO CracaTb MMYILECTBO» -
MaHUITYJISLINS.

2. He peicTBOBaTh B OAMHOUKY. JI100as KpyrHas chenka JO/DKHA MPOXOAUTb
C y4yactueM OJIM3KUX, JOBEPEHHbIX POJCTBEHHMKOB MJIM HE3aBUCMMOTO afBOKaTa.

3. He nognuceiBaTh JOKYMeHTbI O/, AaBieHuem. Ecam Bac Toponar - 3To cTorn-
CUTHAJL.

4. Hykakux AMCTAaHIMOHHBIX CIEIOK «Imof Kmoy». [Ipogaska KBapTUpbl — 3TO
cepbe3Hasi lopuamMueckass u (uHaHCcoBas omnepaumsi. Ee Henb3s COBepPIINTDH
no tenedoHy, yepe3 MeCCeHIKep WIM IO 3JIeKTPOHHOM IouTe 6e3 JIMUHbIX BCTPeu
" IIPOBEPKM JIOKYMEHTOB.

5. PocpeecTp HUKOra He HampaBJisieT CMC-COOBIIEHUS B MeCCeHIKepax WM
MMCbMa C TIPEJIOKeHMEeM TMepelTH MO CChbUIKe WIM Tepe3BOHMTb. OduumanbHas
Nepenucka BeeTCsl UCKIIOYUTENILHO C aipecoB B JOMeHe (@rosreestr.ru.

6. 3alMTUTE NMMYHbIE JaHHbIE B IIM(MPOBOM MPOCTPAHCTBE. 3aiIUTE B JIMYHBIN
Kabuuer Ha «['ocycimyrax» ¥ OTKJIOUMTE BO3MOKHOCTH IIOA4yM 3asABJIEHNN
Ha perucTpaumio Caesok, ecsin Bol He rutanupyere npoaaxy. Mcrnosnb3yiiTe [jis BXoaa
HE CMC-TIap0Jib, & IBYX(aKTOPHYIO ayTEHTU(PUKALMIO

7. TlpoBepsitTe puentopoB u Komnauuu. OT3bIBbI, JIMLIEH3UM, CPOK PabOTHI
Ha pbIHKE.

8. Ucrnonb3yire ycayru HOTapuyca. XOTS 3TO CTOMUT JI€HEer, HoTapuycC 00si3aH
IIPOBEPUTH [1€eCIOCOOHOCTh CTOPOH M 3aKOHHOCTh CHEJIKM, UTO SBJISETCH
IOTIOJTHUTETbHOM 3aLLATOM.

«KpacHuoie pnazu» - npu komopwsix HyMcHO Gexcames om cOenxku:

1. IIponaBel; nsberaer TMUHBIX BCTPEY.

2. lleHa 3HAUMTEJILHO HWKE PBIHOYHOM, TaK KaK «CPOYHBINA BbITOIHbIN
BapMaHT» - ITOUTU BCEraa JOBYILKA.

3. Cpenka odopmiigercs 1o IOBEPEeHHOCTH, OCOOEHHO BBIJAHHOW B APYrom
pernone. TpebyiiTe JIMYHOTrO NMPUCYTCTBUSI COOCTBEHHMKA.

Pexomendayuu ona 0o6pocogecmHozo noxynamens:

1. TlposepsiiTe mnpopaBua. TpebyiTe AMYHOM BCTpPeYM B IMPOIABaeMOM
KBapTupe, B TOM YMCJIe TIOTOBOPUTE C HMM Ha OTBJIEUEHHBIE TEMBI.

2. Ucnonp3ynure ycryru HOTapuyca, pueaTopa, a Takke GaHKOBCKMUE IIPOAYKTbI
(aKKpeguTUB WM 3CKPOY-CuUeT, KOrja [AeHbI'M XpaHATCS B OaHKe 10 MOMEHTa
perucrpauum nepexoja npasa B Pocpeectpe).

3. Ilpn sToM HeO6XOOMMO NOMHUTb, YTO IPOCTbI€ PasrOBOPbI C JIMIIOM,
BO3MOKHO HaxOAALUMMCS TIOL BO3JEUCTBMEM KMOEPMOIIEHHMKOB B MOMEHT
COBepLIeHMs CAeJIKM, He TTIOMOTraloT.

Peutenuem npobsemsl cTaHeT BUIE03aNmUCh pasroBOpa C MPOAABIIOM KBaPTUPbI
¥ €ro pocnuch B 61aHKax ¢ OTBeTaMy Ha BOIIPOCHI O HAMEPEHMSIX TIPOAATh KBAPTUPY,



IIPUYMHAX ee TIPOJAaKM C OIHOBPEMEHHbIM TMpeaylpexIeHNeM O IOC/Ie/ICTBUIX
CHesiku. A 9TO OCBOOOKI€HME KBaPTUPbI 1 JIMILIEHMEe TTpaBa COOCTBEHHOCTHM Ha Hee.

[IpogaBia peKOMeHIyeTCsI HeCKOIBKO pa3 YCTHO M TI0JT pOCIIUCH NTPeAyIIpenTh,
YyTO eCcaM eMy TOBOpST O TOM, 4TO KBapTMpy Hago  peaam30BaTh
B XO[e CIeLMaTbHOMW Olepanyuy MpPaBOOXPAHUTEIbHBIX OPraHOB, TO HEOOXOAMMO
cooBLIMTL 06 ITOM ceiyac, 4yTo TakuMxX onepaunymit He ObiBaeT. A eciau mpojaBel|
CKPBIBAeT BO3[EMCTBME HAa HEr0 MOLUEHHMKOB, TO B JajbHEMIleM CaMOCTOSITeIbHO
OyzieT HEeCTH OTBETCTBEHHOCTb 3a ITOCJIEACTBMSI, HAaCTYNMBIUME IO CAENKe KYIUIU-
MTPOJAXKMN.

JlaHHbIe JOKYMEHTbI CTAaHYT TapaHTOM J10OPOCOBECTHOCTM CO CTOPOHBI
puesTopa M MOKyInaTesis U He CMOr'yT 6bITh He OLIEHEHbI B CyJie.

Bcezda nomuume, umo cdeaxka ¢ Keapmupoii cocmoum u3 8 KAHuesvix
wazoe:

1 mar. Havaso: njist mokynaress - nouck oobekra (OleHKa CBouX GUHAHCOBbIX
BO3MOJKHOCTE!, €C/IM HYXHO - TIpeaBapuTe/ibHOe OJ00peHne MIOTeKM, TOUCK
NMOAXO/ISIIEro BapuaHTa), VIS NpojaBua — nybnmkauus oObsaBieHus (OnpenesieHue
PbIHOYHOM 1IeHbI, TPOBEepKa BCeX MNOKYMEHTOB Ha KBapTMpy: CBeXas BBINMUCKA
u3 EI'PH, orcyTcTBue o6pemeHennit, 3aKOHHOCTD NeperyiaHMpoOBOK).

Onuuu: ornpeneeHue KpUTepyueB CPOYHOCTH, peleHue
O MPUBJIEYEHUM PUEITOPA, TOAIOTOBKA M M3yUeHMe KIKOUeBbIX YCI0BUM (LleHa, CPOKH,
Mebenb, MOpSAOK pacyeTa, portorpaguu o6bvekra).

2 mar. [lepBbIi KOHTaKT: O/ TMOKYyMaTenass M AJs1 NpojaBlia — Mepenucka
U 00CysKIeHue.

Omnuuu: CTOPOHbI YTOUHSIKOT JI€Ta/lM, & MMEHHO IIPOXOAST ONPOCHMKM 34eCh
M Janee: YTOYHSIOT NMPUUMHBI NPOJAXKM, CPOKM, MOPSOOK pacyeTa, €IMHCTBEHHOe
JKWIbE WIM HeT, a TakKKe IUIaHMpyeMble IajbHeMllye Iiaru, K MpuMepy MecTo
JKMUTEJIbCTBA TIPOAABIIA 1TOCIe CAeIKM.

3 mar. 3HaKOMCTBO C OOBEKTOM: JIJIsl OKYTaTe s U JIJIs MPOJaBlia — OCMOTP.

Onuum (wm obiume OeMCTBUS): MPOBOAMUTCS JIMYHBIM WM JAVUCTAaHLIMOHHbBIN
OCMOTp KBapTHUpbl, KOTOpbIA dukcupyercs Ha Buaeo. Ha stom 3rtame Takke
OCYILECTB/ISIETCS MPOXOXKAEHME OMPOCHMKOB, IOMYCKAKOTCH K Y4aCTUIO CBUIETENU
VIV OBEPEeHHbIe JINIIA.

4 mrar. [leperoBopbl: mJj TOKymareass M A4S [pojgaBLa -  TOPr
Y TIpeBapUTe/IbHbIe pacyeTsl.

Onuyyu: CTOPOHBI COTIACOBLIBAIOT OKOHYATEIbHYIO 1IeHY (BO3MOYKEH IVCKOHT)
M ycouoBusi  OynyuieM  Ccoenku,  0OCY>KHmaeTcs  BO3MOMKHOCTb — BHECEHUS
obecreunTenbHOrO IaTexa (3a1aTKa).

5 mar. KOpuanueckas u npakTuueckas MmoaroToBka. s mokynartens v I
MpojaBLa — MOATrOTOBKA K C/IeJIKe.

Onuym: NpoBOAUTCS YIyOIeHHasi ITPpoBepKa JOKYMEHTOB M UYMCTOThI CHETIKM,
OLIEHKa  JeecriocOBHOCTM  CTOPOH, OIpOC  coceaed U POJACTBEHHUKOB,
OCBMIIETEJIbCTBOBAHME, TIPMOOLIAIOTCS  CIpPaBKM M3  JIMCIIAHCEPOB,  CHATUE
C PErMCTPaLMOHHOrO YueTa BCeX MPOKMBAIOLIUX 1 BbIBO3 BEILIEH.

6 mar. OcCHOBHOe JeMCTBMeE: IS TIOKYTIaTe s U 415 IPOAaBlia — CAeKa.

Onuun: HOTapMaJbHOE YIOCTOBEPEeHMe, BUIE03alMCh CHOENKM, CBMIETeIH,
NOBEpeHHbIe  JIMIIA, [IPOXOJK[IEHUE  OMPOCHMKOB, OCBUETEILCTBOBAHMUE,
LOTOJTHATEIbHbIE YCITYTU.



7 war. B3aumopacuersl: 1151 TIOKynaTess — repenaya IeHer, IJisi IpoaaBLa —
MOJTyYeHUe JIeHer.

Omumm: BbIGOp OesonacHoro crocoba pacuera (OaHKOBCKas sueiKa,
aKKpeOuUTUB, CYET 3CKPOYy), CaM pacueTr, MOAINMCAHME aKTa Ipuema-mepesaun
KBapTUPBI.

8 miar. 3aBepuieHue: 05 MOKyTaTe s — 3ae3/, IS NPoIaBla — Bbie3l.

Onumn: GukcupyroTcs GakT Bble3na/HeBble3/1a, eMCTBUS CTOPOH.

CoBmelleHne MPakTUYeCKOTO IIaHA CAEIKM C OPUANYECKUMI U TEXHNUYECKUMU
OeTajisIMM [aeT MOJIHYIO KapTUHY Mpolecca. JTO MOMOMKET MOHATh, KaKue BaKHbIe
NeMCTBUSI CKPBIBAKOTCS 3@ KasKIbIM, Ka3aJI0Ch ObI, IIPOCTHIM I11arOM.

Cnencreennbiit nenapramenT MB/I Poccun



WHbopmManMoOHHO-CIIpaBOYHbIE MaTepHaslbl
no BOMpPOCam MIPOTUBOMIEACTBUS
MpPEeCTYIIEHUSIM, COBepIlIaeMbIM
C  MCTOAb30BaHMEM  MHGMOPMAILIMOHHO-
TeJIeKOMMYHMKALMOHHbIX TEXHOJIOTMH

Korpma Mb1 roBOpuM 0O r106a71bHOM SIBJ€HUMM KMOEpIpecTYIHOCTH, TO TaKOro
MOHATHS, KaK «peKOpAHas CyMMa» He CYIIeCTBYeT, [IOTOMY YTO 3TO He OMH CIyyaH,
a MWUIMOHBI MHLUMIEHTOB M KJIIOUEBbIM aCIIeKTOM SIBJISIETCS MMEHHO COBOKYITHbIN
roJIoBOM yiiepd M cpeaHue IIOKa3aTe/M, KOTOPbIe CKJIAAbIBAIOTCS M3 MHOYKeCTBa
(akToOpOB.

Takum o6pasoM, aHanMM3UpPys KubepripecTymHOCTb B Poccum, MbI HOKHBI
CMOTpPETDb He Ha MUDUUECKIUI «PEKOP», & HAa AMHAMUKY TPeX MoKa3aTesei:

- COBOKYVITHBI! I'OJ0BOM Y1epo;

- KONIMYECTBO 3aPeruCTPUPOBAHHBIX IPECTYTIIEHUI;

- CPeHIOK CYMMY yluepba Ha npecTyrjeHue.

OrBeuass Ha  TIOCTaBJIeHHble  BOIPOCBI ~ MOXKHO  OTMETUTb,  4YTO
KnMbepnpecTyruieHMss pacrnpoCTpaHeHbl BO Bcex 0e3 MCK/IIUYeHMs CTpaHax.
WM B kKoM CTpaHe pacTeT UX KOJIMYECTBO U CYMMBbI IPUUMHEHHOTO yliepba.

Taxk, B 2024 rogy MekayHapoaHO! IPYIIa UCC/IeI0BaHMHI IO, PYKOBOACTBOM
Oxkcdopackoro yuusepcurera (Benmkobpuranusi) ompenesieHbl CTPaHbI, MMEIOLIMe
CaMbIii BBICOKMM MHIEKC KMOernmpecTyrnHOCTH, Takue Kak: YKpauHa (36,4), Kurai
(27,86), CIIIA (25,01), Hurepnsa (21,8), Pymbiaus (14,83), Cesepuas Kopes (10,61),
Benuko6puranus (9,01), Bpazwmms (8,03), Unaus (6,13).

M3-3a ToTanbHOM 1M poBMU3aLMY BO BCEX aCMEKTaX JKU3HU, TAKUX KaK (PUHAHCHI,
busHec, rocyrmnpasjeHue, o INaHHBIM Group-IB, o6 yiepo
OT KMOEpIIPeCTyIUIEHUM B MMPE MCUMUC/ISIeTCS TPM/UIMOHAMM HOJUIAPOB €XKerojHO
M IIPOAO/IKAET PaCcTy ABY3HAUYHBIMM ITPOLIEHTAMM B TO/.

B Poccuu cymMMbl MOXUILIEHHBIX JIEHEXKHBIX CPeiCcTB Takke pactyT. B 2022 roay
- 91 mapa, B 2023 roay - 156 mupa, B 2024 roay — 6osiee 192 mupa pyb6iiei,
3a 10 mecsieB 2025 roga - 158, 6 mapy py6sieit (B aHAJIOTMYHOM [ePUOJIE TIPOILIOTO
rozga - 150 mupx). To ecThb 3a TpH roa HaceaeHue M rOCY1apCTBO JIUILIAIOCH He MeHee
387 mupa pyonen.

BmecTe ¢ Tem, npuMHMMaeMbie B TEKYIIEM TOIy [PaBOOXPAaHUTE/bHbIMMU
opraHamMu ¥ 6aHKOBCKMM CEKTOPOM TPaBOBBIE ¥ TE€XHOJIOTMUYECKUE MepPhl ITO3BOJIMIIN
nobuTtbcs orpeie/IeHHOU MOJIOKUTETLHOU OUHAMUKIHA, ITpupocTt
Kubepnpecrymyienmin B Poccumm  cokpatmiacss', 4YTO MOXKeT I03BOJIMTH
abcoroTHOMY yiIepOy pacTy 0oJiee MeIGHHBIMM TEMIIAMM, Y€M pPaHee.

[Ipn 3tom poct wam nazeHue B Poccum «cpemHeit cymMmbl» yiiepba’, cam
no cebe He zogopum 06 ycnexe wiu nposane 60psbbl ¢ KubepnpecmynHocmsio.

! ITo mroram 10 mecsiuen 2025 roga sabukcupoBano cHypkenmne Ha 9,5% KOMMUECTBA PerMCTPUPYEMBIX TPECTYIIHbIX
LLeSIHUH, COBEPLIEHHBIX C MCITO/Ib30BaHMeM MHGOPMallHOHHO-Te/IEKOMMYHHUKALMOHHbBIX TEXHOIOTHIA.

2 B cayuasx mowennnyects ¢ nomousio CMC wim 380HKOB 0T «c/1yk6 GezonacHocTu GaHkar, GUKTUBHBIX BLIMTPbILLEH
«cpenHss cymma» yiuepba c xeptsel cocrtasaser or 1 000 py6neit zo 100 000 py6aei, npy HeCaHKLMOHMPOBAHHBIX
cnucanusax ¢ GaHKOBCKOro cyeTa — HeCKOJ/IbKO ThICSHY Ha Onepalmio,



HenenocTs 1 abCypaHOCTh CLEHAPMEB 3TO He IMPU3HAK CJIYIIOCTM MOLLEHHUKOB,
a X TaKTUUECKOe OPYKMe.

He HY)XHO MCKaTb B MX METOJax CJIOYKHOM Marmu WM runHosa. Bes mx cuna -
B JKCIUTyaTalMy TIPOCTBIX, TMPUMUTUBHBIX, HO O€30TKa3HO padoTaroumx KHOIOK
B Hallle} TICMXUKE.

[TosToMy cClleHapuM, HCIOJIb3yeMble MOIIEHHHUKAaMH, T[I03BOJSIOT BBOAMTh
B 3a0.Ty)K/IeHHe JIaXe TeX, KTO MO po/ly CBOeH JIesiTebHOCTH NMPEeKpPacHO OCBeA0MIIeH
0 mpouckax adepucToB. DTO MU MOJIOAEKb, KOTOpas XOPOLIO OPUEHTHPYETCH
B HMHTEPHET-TIIPOCTPAHCTBE, U Aa)K€ PYKOBOAMTENH, IOCY/JApCTBEHHBIEC CIIy)KallHe
yUpeXKAeHUH W OpraHu3auuii, paboTHHKU OaHKOB U OMNEPaTOPOB CBA3HU, KOTOPbIE
B CBOIO o4epenb 0osee 0CBeAOMIIEHBI 0 CIIOCO0aX MOLIEHHUYECTBA.

3HAYUTENIbHYIO pOJIb 37eCh wurpaetr Huskas ¢uHaHcoBas u uudpoBas
rpaMOTHOCTh HacesieHusi. Kpome TOro B mepuojibl KPUM3UCOB M HEOIPe/e/IeHHOCTH
JIIOJM CTAHOBATCA 060Jiee TPEBOKHBIMM UM TIOABEPIKEHHbIMM TaHMKE, YeM aKTMBHO
IIOJIb3YIOTCS 3/I0YMBILLIEHHUKMA.

Takum o6pa3om, camou coBpemeHHOM M 3(QdeKTUBHOM CTpaTeruen
Kn6ep6e3onacHOCT B 3MO0XY MCKYCCTBEHHOIO MHTE/UIEKTa M AnN(enKoB
SIBJISIETCSI IIPUHIIMIT HYJIEBOTO AoBepus. Eciy roBOpuTbh KOPOTKO, €ro CyTh MOXKHO
BbIpasuUTh oHOM (ppa3on «Hukorma He noBepsiit, BCeraa mpoBepsiny.

9TO0 mnonHasg MPOTUBOIIOJOXKHOCTbL YyCTapeBlueMy noaxoxy «JloBepsii,
HO MPOBEPSI», KOTOPBINA U MOCTYXXKWI NMPUUMHON COBEPIIeHMSsI 3/I0YMbILLIEHHUKaMU
B 2024 1 2025 romax 2-X KpynHsix OUCmMAaHyUOHHBIX XUWEH UL, d UMEHHO!

1. B 2025 rogy y >KMATEJbHMIBI OZHOIO M3 KPYIHBIX OOJIACTHBIX LIEHTPOB
Poccuy moxumilieHbl IeHeKHbIe CPeNCTBa B 0c060 KpymHOM pa3smepe. Obuias cymma
yuiep6a cocraBusa caeiiie 400 miH pybsen (B pybsx, osiapax M €eBpo), YTO MOKHO
Ha3BaTb «PEKOPJHON» CYMMO.

3/I0YMBINUIEHHWKY, BblZaBaBlluye ceOs 32 COTPYAHMKOB CMUJIOBBIX BEIOMCTB,
TLIATEBHO TOTOBW/IMCH K TIPeCTYIUIEHMIO: CObupamu O KepTBe uHGOpMaLMIO
M3 OTKPBITBIX MCTOUHMKOB, yOeouay ee y4aCcTBOBATb B CIIELIONEpPALMM IO TOUMKE
OMAaCHbIX IPECTYITHMKOB B KauyecTBe «IpuMMaHku». s TNpaBHonogobHOCTM OHM
npuobpenu oporue KOCTIOMbI, apPEHI0BAIY aBTOMOOMIIN M YaCTHBIN IOM, TTPUBJIEKIIN
KYPbEPOB ¥ WCIIOJIb30Ba/IM JIOKYMEHTbI, COJepKalllMe HeJOCTOBepHbie CBeIeHMUs
O JIMYHOCTM.

[To nanHOMY (akTy K YrOJIOBHOJ OTBETCTBEHHOCTM 8 cOoCmase npecmynHoz20
coobwjecmea TIPUBJIEKAIOTCSI Oosiee 5 JiMil, B OTHOLLUEHMM KOTOPBIX M30paHbl MepbI
npecevyeHmii B BUJIe 3aKJIKOYEHMs 107 CTpaxy. B xome ciencTtBusi y OOBMHSIEMBIX
n3bATO Hosiee 7 MuH pydiien, 40 ThiC. 10/171apoB M 35 ThIC. €BPO, HA YKa3aHHbIe LIEHHOCTH
HaJIOKEHbI apeCThl.

2. B 2024 rony TenedoHHbIe 3/T0YMBIIIIEHHUKYA OOMaHOM JIMIIMIM KBapTUPbI
M3BECTHYK) HApPOOHYIO apTMCTKY Poccum, NPUUMHMB WMMYILECTBEHHbIN VIIEPD
B 0c060 KpyrHOM pasmepe 6osee 200 miH pybie.

B 06oux ciydasx, KOTOpble B HACTOSILEe BPeMS KaKYTCS CO CTOPOHBI HEJIETIbIMMA,
MIOCKOJIbBKY MOLUEHHMKM MCIIOb30BaIM MIPMMUTUBHBIE CLIEHAPUM, JE€HEKHbIE CPeICTBa
JKePTBbI IepefaBayiM TAaK Ha3bIBAeMbIM «Kypbepam» IS MX [aJIbHEMILEro IepeBoja
Ha «Oe30macHbI CUET».



Hasganme 0Oonee mertambHOM uHGOpMALMKM ¥ KOHKPETHBIX CYMM vilepba
B MHTepecax NOTepIeBIIMnX [10J1IaraeM HeKOPPEKTHBIM, TTOCKOJIbKY 3TO MOXKET HapyllaTh
MX MPaBO Ha KOHOUIEHIIMATBHOCTD U 3aLLMTY JIMYHBIX JAaHHBIX.

Hecmompa Ha MH02000pa3ue MOWEHHUYECKUX CXeM, 6a30evie NpuHyunsi
¢unarHcoeoll camoo6OPOHbI HEUSMEHHDBL.

Ilodeodsn umoe, znaBHbBIE IPAaBU/IA OCTAKOTCS BCE TE Ke:

1. [lonyunB HEOKUIAHHYIO NMPOCLOY MM yKa3aHUEe MepeBecTu WM repenaThb
HEe3HaKOMOMY JIMLY OeHbI'M, TeM Hosiee B Xxo[1e Tene(OHHOrO pasroBopa, Heo6XoaMMO
Ha 1009 nmoHMMAaTh, YTO 3TO YJIOBKM MOLLEHHMKOB, M MOJIOKUTD TPYOKY.

2. Hacrosiime coTpyaHmuku 6aHKOB MM IOCYAaPCTBEHHbBIX OPraHOB HMKOTIA He
OyayT 3anpawmBarh 1o TesedoHy uin B CMC J@HHbIE BAIIUX KapT, MapoJy WX KOJIbI
MOATBEPXKIEHMUS.

3. [Ins npoBepku uHGOpMaLMK Mepe3BOHUTE B OAHK UM TPABOOXPAHUTEIbHBIE
1o opuUMaIbHbIM HOMEPaM C UMX CauTOB. '

B cnyuyae, ecnm rpakmaHMH CBOEBPEMEHHO OO0paillaeTcs C 3asiBJIeHUMEM
O COBEpIIeHMM XUIIEHUS [AUCTAHIMOHHBIM CIIOCOOOM, COTPYIHUKM OpPraHoB
BHYTPEHHMX JIeJl COBMECTHO C BaHKamMyu BOBPEMsI PearupyroT U CTAHOBUTCS ropasjo
OoJIbllIe LIAaHCOB apeCTOBaTh CYETa 3/I0YMbIILIIEHHUKOB.

Kpome Toro, [Ipesunentom Poccuitckon @enepanmn noanmcan @emgepanbHbiin
3aKOH, KOTOpbIN Hadenun caedoeameneil u do3Hasamenell npasom 6e3 cyodebHozo
peweHusa NpuocmaHasaueams pacxooHsie onepayuu ¢ 0eHeXCHbIMU cpedcmeamu,
HAX00AWUMUCA HA CcuYemax, WCIOJb30BABIIMXCA B TMPECTYITHOW JesTeIbHOCTH.
YkaszaHHasg HOpMa BCTYIIMJIA B 3aKOHHYIO cuny ¢ 1 cenmadpa mekyujezo zoda.

CnencrBennbin nenaprament MBJI Poccun



HMHbopmauMOHHO-CIIpaBOYHbIe MaTepualibl
no BOIIpPOCaM IIPOTHBOAENCTBUSA
MpecTyNIeHUSIM, coBepIraemMbiM
C  MCIOJb30BaHMeM  MH(POPMaUMOHHO-
Te/IeKOMMYHMKAIIMOHHbBIX TEXHOJIOT I

OrBeuass Ha MOCTaBJIEHHbIE BOINPOCHl MOSKHO OTMETUTB, UTO HEJeIoCThb
M abCypoHOCTh CleHapMeB M CIIOCOOOB YIIAKOBKM JI€HEXKHBIX CPeACTB [Jis
MOCJIEYIONIEN MX Tepenaye KypbepaM — 3TO He MPU3HAK IJIYNOCTUM MOIUEHHUKOB,
a UX TaKTUYECKOE OPYKMe M M3OILIPEHHbIN MCUXONOTUYECKMUIA MHCTPYMEHT.

He HY)XHO Takke MCKaTtb B MX MeTOAAaX CJIOKHOM MarmMmM MM TUITHO3A.
Bcs ux cuna - B akcIuyaTauyu nNpocThIX, IPUMUTUBHBIX, HO 0€30TKa3HO paboTaomMnX
KHOTIOK B Hallle} TICUXMKE.

MouteHuuku uepe3 TenedOH OUKTYIOT SKEpPTBE, BO YTO MMEHHO HYKHO
3aBepHYTb JeHbru. llenb - cpenatb CBEPTOK MakCUMaJIbHO HE3aMeTHBbIM JIJist
MTOCTOPOHHMX IJIa3 M IOXOXXMM Ha OOBbIYHBIM TpPeAMeT, a TaKKe TNCHUXOJIOTUYECKH
060CHOBaTh HEOOXOAMMOCTD YITAKOBKMU.

PauyoHas1bHbIN Ye/IOBEK B CIIOKOMHOM OOCTAaHOBKE Cpa3y 3aMEeTUT HECThIKOBKM.
3amauya MOLLIEHHMKA — BBIBECTH JK€PTBY M3 COCTOSIHUS PAlIMOHAIbHOCTH.

HmeHHO abcypOHbie UHCMPYKUYUU NO yNaKo8Ke 0eHez 01 Kypbepoa peluarom
0NnA 310YMbILWUIEHHUKO8 HECKONbKO 3ad0ay 00HO8PEMEHHO:!

1. Tect Ha JOSIBHOCTL M TOAABJIEHME KPUTUUYECKOTO MBILLIEHUSI, B XOIe
KOTOPOTO MpOChba MOILIEHHMKA 3aBEPHYTh A€HbI'M B (QOMBIY U MOJIOKUTD, K TIPUMEDY,
B BaHKY C KPYIIOM, AeMCTBYET Ha YKEePTBY KAK «PUTYas MHULMALMUY, B XOJ1e KOTOPOTro
IIPOMCXOAUT OTCEB «HEIOTOBBIX», @ UMEHHO:

- €CJIM JKepTBa HAYMHAeT CIIOPUTH, 3a1aBaTh BOMPOCHI: «A 3auem 3TO?», OHa
OEeMOHCTPUPYET, UTO ellle COXPaHWIa KPUTUYeCKoe MbIlUteHMe. Takasi JkepTBa I/Is
MOILIEHHMKA — PMCKOBAHHBIM «KJIMEHT», KOTOPbI MOXKET OZyMaThbCsI B JIKOOOM MOMEHT
M TOrZa 3JIOYMBILUIEHHUK JInbO Bpocaer TpyoOKky, MO0 yIBanBaeT qaBIeHNeE;

- TOT, KTO O€3pONOTHO BBINOJIHSET abCyp/Hble TMPUKa3bl, YK€ IIPOLLe
BOXXHEMIIMMA TECT Ha BHYIIAEMOCTh M TICUXOJOTUMYECKM TOTOB TIOBEPUTH
B [OC/IeYyIOLIMe, elle 60s1ee HeBePOSTHbIE MHCTPYKLIUMA.

2. Co3gaHue MCKYCCTBEHHOro aeuuuTa BpeMeHM M KOTHUTUBHOM Ieperpys3Kiu.

[loka xxepTBa HILET 10Ma CYA0POKHO PONBIY, CKOTY, KOPOOKY H3-TI0J COKa UM
HHOE, YTOOBI 3aBEPHYTh JEHbIH, Y HEE HE OCTACTCS PECypPCOB Ha IIaBHbIH BOIPOC: «A
KTO 3TOT YeJIOBEK U 3aueM s BooOIle emy Tepenar Bce CBOM cOepexkeHus?». Mosr
3aHST BBINOJHEHUEM KOHKPETHOM, XOTS M CTPAaHHOM 3a/1a4yu. ITO OTIMYHO OTBJIEKAET
OT aHaJIM3a CUTYAIlHH B LIEJIOM.

3. VYcuneHde aBTOpPHTETA «CIELMAIUCTa». MOIIEHHHUK, TMPEACTABISANCH
COTPYIHHUKOM IIpaBooOXpaHuTeNbHbIX opraHoB, @CH wiu 3xcTpaceHcoM co3aaeT oOpas
yejoBeKa, BIAJCIOIIEro TaiHbIMM 3HaHusMH. JKeprBa aymaer: «S B 3tom
He pa30UuparCh, HO CIIEIHATTUCT 3HAET, YTO JIeJIaeTy.

Takum o0paszom, npockda 3aBepHYTbh MHUJUIMOHBI B NaMmepc W OCTaBHTh
MX B MYCOPHOM 0ake — 3To He Opej cymaclie/ero. JTo XUTpoCIieTeHHas TaKTHKa,
HarnpaB/ieHHAs Ha:

- «cerperaiuio ayJauTopuu» (OCTaBUTh B «BOPOHKE 0OMaHa» TOJIBKO CaMbIX
BHYILIAEMbIX );



- 3CKaJIallMi0 BOBICYEHHOCTH (3aCTABUTh KEPTBY IMOLMOHAIBHO U (hU3HYECKH
«MHBECTHPOBATHCS» B MpoLecc oOMaHa).

3HauuTe/IbHYIO PpOJIb 3[eChb WrpaeT Hu3Kas GuHaHcoBasi ¥ umposas
rPaMOTHOCThL HaceneHus. Kpome TOro B mepmombl KPM3UCOB ¥ HEONPEIETeHHOCTH
JIIOJIM CTAHOBATCH 0OOJiee TPEBOKHLIMM Y TIOJBEPIKEHHBIMM TTaHMKE, YeM aKTUBHO
MOJIb3YIOTCS 3/I0YMBILIJIEHHUKM.

Camsie pacnpocmpaHeHHble 6udbl yNaAKOBKU:

- KOHBEpPTbI, ra3eTbl U KypHajbl (KJAaCCUYECKUIA U CaMblii YaCThi/i BapuUaHT.
['a3eTHBIM JIMCT M MHOE - IOJ PYKOM, MX HE JKJIKO, @ CBEPTOK BBIMJIAAWUT Kak
MaKyaTypa;

- ¢onbra (MOIIEHHMKM MOTYT OOBSICHATb 3TO HEOOXOOMMOCTBI) «3allMThl
OT 37IEKTPOMAarHMTHOIO OOTyUeHUsI» UM «OJOKMPOBKOM CUTHAIAY);

- TIOJIATITUIIEHOBBIE TIAKeThl (YAaCTO B HECKOJIBKMX CJI0EB M KakK MpPaBMiIo
yepHOro wiu 3esieHoro 1seta). [Ipocro, mocTynHo u 3ammui@er ot Biaaru. Mosker
KOMOMHMPOBATHCS ¢ Oymaron mm Gosbroi;

- raszeTHas Oymara B COYeTaHMM CO CKOTYeM. YTOObI CBEPTOK He pa3BepHYJICS,
ero 06MIbHO 0OMATHIBAIOT CKOTUEM, UTO /I€JIAeT ero MOXOKMM Ha «HeB3PauHbIN» IPy3.

Camesie Henensie cayuau «3asopauuéaHus» deHexcHoix cpedcme e 2025 200y:

- B r. MoOCKBe MOMUMO TIOJMITUIEHOBBIX TIAKETOB U Ta3eT JKepTBbI
3aBOpauMBaIM M TEpemaBay JIeHEe)XXHble CPECTBa B JKMHCAX M KOPOOKaX M3-TO[
TabJIeTOK,

- Pecniybnmke CeBepHas Oceruss - Anaumsi, B r.r. Caukrt-Ilerepoypre
u Yesa6MHCKe — B KypPTKax, Oes/1ax, IEePCTIHbIX KOCTIOMAX, XaJaTax M HOCKax;

- 3abaifkaJIbCKOM Kpae — B M0JIOTeH1Iax;

- Anrraiickom kpae, Kemeposckoin obnactm - Kysbacce m HoBocubupckoin
obylacTy — B CyMKax C OJEXKIOM U GaHKaMy C BapeHbeM, MOMMUIOpaMM M OTypLaMM,
YepPHOM TKaHU.

[Tonumasi, 9T0 Kakaas Hejenas JeTalb B CICHAPHH MOIICHHHKOB — 3TO
MPO/IlyMaHHBIH TICUXOJIIOrMYEeCKH Yy/Jap, CTAHOBHUTCS I[IPOILlE pAaClo3HaTh aTaKy
M [pepBaTh €e Ha CaMOM HauaJie, [[POCTO MOJI0KHB TPYOKY.

Takum o6pa3om, camou coBpemMeHHOM M 3(deKTUBHOM CcTpaTeruen
KuOep6e30nacHOCTH B 3M0XY MCKYCCTBEHHOIO0 WMHTE/UIEKTa M Jaundeinkos
SIB/ISIETCSI MPUHITUIT HY/IEBOTO A0Bepusi. Ec/i roBOPUTbL KOPOTKO, €ro CYyTh MOKHO
BbIpasuTh OfHOM (ppason «Hukora He 1oBepsi1, BCeraa mpoBepsin».

ITode00s umoe, znaBHbBIE MIPAaBUJIA OCTAKOTCH BCE Te JKe:

1. [TonyunB HEOXUIOAHHYIO MPOCHOY WM yKaszaHWe rnepenaTb He3HaKOMOMY
MLy JeHbru, Tem Oojiee B xone TenedoHHOro pasroBopa, Heobxommmo Ha 100%
MTOHMMATh, YTO 3TO YJIOBKY MOILIEHHUKOB, U TIOJIOXKUTb TPYOKY.

2. Hacrosiime coTpyaHuKy 6aHKOB WM TOCYIapCTBEHHBIX OPraHOB HUKOTIA He
O6yayT IpoCuTh MO Tes1e(OHY MM B CMC 3aBePHYTD JEeHEeXKHbIe CPeICTBa B KaKyo-IMbo
YIIAaKOBKY U MepeaTh UX HeU3BECTHOMY Kypbepy.

3. s npoBepku uHbOpMalLmMm repe3BOHUTE B OAHK MM ITPaBOOXPAHUTE/IbHbIE
1o obuuMaTbHBIM HOMEPAM C UX CaiTOB.

Cneacreennbiit genaprament MB/I Poccun



NubopmalMoHHO-CIIpaBOYHbIe MaTepyuasibl

no BOIIpOCam TIPOTHBO/IEMCTBHUS
[IPeCTYIUIEHUAM, COBepILUaeMbIM
C  HUCrmonab30oBaHueM  MHAOpMaIMOHHO-
TeJIEKOMMYHMUKALMOHHbIX TeXHOJIOMI

OrBeuass Ha IOCTaB/JIEHHbIE BOIPOCHI CJ€YeT OTMETUTb, YTO POCT IL€H
Ha VYCQIYTM JPOMOB - 3TO MPAKTUYECKM Heu30eKHbIA ClieHapui, OCHOBaHHbIN
Ha PE3KOM YBEJIMYEHUM PUCKOB IS BCEX YYaCTHMKOB TIPECTYITHOW CXEeMbl 13-3a
npuHATHIX B 2025 rogy npaBoOXpaHMUTENBHBIMM OpraHaMyu M GAHKOBCKUM CEKTOPOM
OEACTBEHHBIX Mep st OJIOKMPOBKM BBIBOJA ITOXMIIEHHBIX MEHEKHBIX CPENCTB
CO CYETOB K/IMEHTOB.

CoBepIlIeHMIO  OTMEYEHHOrO0  Buja  MPOTUBOIIPABHOM  JI€SITEJIBHOCTH
Croco6CTBYET BOBJIeUEHME B TIPECTYIHYIO 11enouky aepskarenein CIT, oTkpbiBaroimx
TUIATEKHbIE KapThl, 3JEKTPOHHbIE KOIIEJbKM M CYeTa Ha CBOe MMS C LEJbi0
UX OAaTbHEMIIe Mepemauy MaIM TPeZOCTaBJeHMs JOCTYINa K HUM 33 JIEHEKHOe
BO3HAarpaxJieHue TPeTbUM JiMliaM, JMOO [JiS HelpaBOMEpPHOTO OCYILEeCTBJIEHMS
ornepauyu Mo Npuemy, IepeBojly [IEeHEKHbIX CPEeICTB, Bbigaue M (M) TIOTYYEHMIO
HAJIMYHBIX [IEHE)KHBIX CPEJICTB (Jaee — Iporbl).

Il poTIbI IBJISFOTCH HU3IUMM 3BEHOM BCEH LIEITOYKM OPraHu30BaHHOM MMPECTYITHOM
TPYIINbI, OJHAaKO 6e3 MX y4yacTus COBEpIIeHME TaKUX TIPECTYIUIEHU TMPOCTO
HEBO3MOJKHO, TaK Kak cepbli pelHOK cbpita DCII u mocTyma K HMM ITO3BOJISIET
3JIOYMBILLUIEHHUKAM BbIBOAUTD [TOXUILEHHBIE Y IPaKaH JeHeKHbIe CPeaCTBa.

B xome paccremoBaHusi KuOepNpecTyIuieHMi I COTPYOHMKAMM  OPraHoOB
BHYTPEHHMX JIeJl M3bIMAETCH 3HAUUMTEIbHOE KOJIMYECTBO 3JIEKTPOHHBIX CPEeICTB
I1aTesKa, KOTOpbIe MepefaBalMCh UX IepsKaTeIaMu MHOMY JIMILY.

Opraumn3aTopbl MOIIEHHMYECKMX CXEM [EeMCTBYIOT B YCIOBMSIX MOBBILLIEHHON
KOHCIIMpauun. MMy OpraHu3oBBLIBAIOTCA M HA TIOCTOSTHHOM OCHOBE ITPOBOIATCS
MHCTPYKTAXKM IS APOIIOB, Pa3MEeLIarTCs B MH(POPMALIMOHHO-TEIEKOMMYHMUKAIMOHHOM
cetu « MHTEpHET» MOCOBUSA O TOM, KaK BeCTH Cebs B cTydae 3afepykanist COTPYIHMKaMM
MPaBOOXPAHUTE/IbHBIX OpraHoB. Tak HaspiBaeMoe «BpPOHUMPOBAHME  JIPOMOBY»
OCYIIECTBJISETCSI TOCPEACTBOM MECCEHIKEPOB, B TOM UMCJIe IPUHAIIEKAILIMX
3anpenieHHoM B Poccurickon @enepaiyn kopriopaumu «Meta», B YCIOBUSIX OTCYTCTBHMS
JIMYHOTO KOHTAKTAa. _

B03MOXHOCTB JIerkoro 3apaboTrka rnodysk/1aoT IPUBJIEKaeMbIX K ITPOTUBOMPABHOMN
nesitenbHOCTM  Aepxkarener OCII, a Takke WMHBIX JMI, MUCTONL3YIONMX UX IS
OOHANMUMBAHMSA JIEHEKHBIX CPEICTB, K COBEPUIEHUIO aHAJIOTUYHBIX OeMCTBUM
B Ja/IbHEMILIEM.

K mpumepy, MHOrMe MOAPOCTKM OCO3HAKOT, YTO CTaIM YACTbIO IPECTYITHOM
CXEeMbI, HO COMTH C KPUBOM JOPOKKY HE MOT'YT — HACTOJIBKO MX MMPUBJIEKAIOT JIETKME
OEHbrM WMAM OHM CTaIX 3aJ0KHMKAMM IHAHTaXKa MPEeCTYIMHMKOB. BoT ToIbKO
3aKaHYMBAIOTCS 3TM MCTOPUM TedaibHO. HapaBHe ¢ ApyrMMu y4yaCTHMKAMU CPYIITIbI
HECOBEPIIEHHOJIETHME HECYT OTBETCTBEHHOCTD, CTAHOBATCS (GUTrypaHTAMM YTOTOBHBIX
Jet.

Tax, B Antaiickom Kpae, u B r. OMCKe MOAPOCTKM NMPUBJIEYEHbI K YTOJIOBHOM
OTBETCTBEHHOCTM 3a COBEplUeHMe OeUCTBUM 10 repenadye OaHKOBCKOM KapThl
¥ OCYILIECTBJIEHMIO OMNEpaLnii 10 MepeBoaYy MOXUIIEHHbIX IEeHEKHbIX CPeICTB.



B r. Kazauu Pecniy6nmuku TarapctaH B OOHOM 13 KOJUIeIKel OOMBbILIMHCTBO

yyaimxcsi Obiv BOB/IEYEHbI B «[PONEPCTBO».

Cnpasouno: [T'ocydapcmeenHoe aemoOHOMHOE npogeccuoHaibHoe 00pa3osamenvHoe
yupexcOenue «Kasanckuii  anepzemuueckui  konnedxc».  Compyonukom  Cnedcmeennozo
denapmamenma MBJ] Poccuu ¢ yuacmuem npenodasameneli u cmyodeHmos npoeedena NeKyus,
Ha KOMOPOU OCBeUeHbl HEezamueHble nociedcmsus yuacmus 8 npecmynHol desmenvHOCmU
no oBGuanuuusanuto denexchvix cpedcma. Coomaemcmayowas npogunakmuueckan uHgopmayus
6bu1a pasmewieHa é NOMEWEHUAX KOeOHCqA.

B 3aBucuMocCTM OT GaHKa, IUIAaTEKHOM CUCTEMbI ¥ MHBIX aCIeKTOB CTOMMOCTH
ycayr aporna Bapbupyetcs ot 1000 o 5000 py6neit, a cpeniHmue CPOKM MCIIOIb30BaHMUS
oopMJIEHHBIX HAa HMX Pa3INYHbIX 3JIEKTPOHHBIX CPEACTB IUIaTeXa COCTABJISIOT
oT 2 1o 15 nHen.

CokpbITHe TTPeCTYIUIEHNI, BHIBO/I HAJIMYHBIX JIEHEKHBIX CPECTB, JIerajamsaims
MIPeCTYITHBIX JOXOMOB 6e3 MeicTBUM ApOoria HEBO3MOMKHbBI, B CBSI3Y C YeM TaKOM BUJL
IesITeIbHOCTY SIBJISIETCS OOLEeCTBEHHO OITaCHbIM.

Hawa 3amaua - pasopBaTh 3Ty LENOYKY, HOEMCTBYS Ha OIepeskeHue
M MepeKkpbiBasi KaHaJIbl MOLLIEHHYECTBa.

B Hacrosiiiiee BpeMsl IS NPOTUBOMNENCTBUS JTAHHOM JIEATEIbHOCTU MEXKIY
bankom Poccum m MB/I Poccum opranmsoBaH MHGOpMaUMOHHBIM 06meH. Bankam
npedcmaeneHo npaeo npu evissneHuu onepayuu 6e3 coznacus KiaueHma
6aoxkuposame OucmaHyuoHHoe GaAHKOBCKOe 06CNyHCcUsaHue cuema, Ha KOmopotii
nocmynunu noxXuujeHHole deHeX cHble cpedcmed, a MaKxMce UHbIX cHemos 0aHH020
Auya.

Kpome toro, [Tpesuaentom Poccuitckon @egepaumu nognmucan OepepanbHbiin
3aKOH, KOTODbIN Hadenun caedoeameneil u do3Hasamenei npasom 6e3 cyde6H020
peuieHust NPUoCmaHasausans pacxXxooHvsie onepayuu ¢ 0eHeXCHbIMU cpedcmeamu,
Haxodawjumucsa Ha cuyemax, WCIOJb30BABIUMXCS B TPECTYITHOM [esSTEeTbHOCTH.
VYkaszaHHas HOpMa BCTYNUJIA B 3aKOHHYIO cuny ¢ 1 cenmabpsa mexywiezo 2oda.

Cnpasouno: no ceederusim banka Poccuu 6 nacmoswee apems 6onee 18 muicau
(18521) cpuzypanmos okpauwieHbl KpeoOumHbIMU OpP2AHU3AYUAMU KAK YUACMHUKU
menesozo obopoma OdeHez Om  OHJIAUH-KA3UHO, OYKMEKEpCKUX  KOHMOPp,
Kpunmoo6MeHHUKO08 U Opy2ux NOMeEeHUUAIbHO ONACHbIX UCMOYHUKOB.

Panee ¢axkmopom, npenamcmeyrwowjum npomueodelcmeurd  makxoil
desamenibHOCM U, A6NATOCH OMCYMCcMeue npasosozo bapvepa, NpeyCcMaTpMBaIoIIero
oTBeTCTBEHHOCTh 3a mnepenauy OCII, ero ucnonbzoBaHue AJisi HEIPAaBOMEPHOTO
OCYIIECTB/I€HUSI OAHKOBCKMX Onepaiyii, B TOM 4uCJIe IO TOJYYEHMIO IeHEeKHbIX
CPenCTB B HaNM4HO Gopme 1 Jaye pacropsKeHus Ha UX MOCIeAYIOLIMIA TepeBOof.

Ceifuac HeOOXOOAMMO IIPUHATHL BO BHUMAHME, YTO B UeaAX JAuKeudauyuu
«KAHAJI08 6bI600a» NOXULEHHBIX O0EHEMCHBIX Cpedcmeé C UCNONb306dHUEM MAK
HA3bIBAEMbBIX  «O0ponoe», nepedaruwux  3N0YMbIUWIEHHUKAM 30  OEHEMCHOE
g03Hazpaxcoenue ceou bGaukoeckue kapmel u cuema, IIpesudenmom Poccuiickoii
@edepayuu nodnucan Dedepanvhsiii 3akon om 24 uwonsa 2025 2. Ne 176-d3
«0 eHecenHuu usmenenuil 6 cmamsro 187 Yzonoemozo kodexca Poccuiickoli
Dedepayuu», KOmMopsim 66edeHa y20/106HASA OMEEMCMEEHHOCMy 0N «0ponoe»
(ykazanHvoim PedepanbHbiM 3aKOHOM YCMAHO8EH NPAMOil 3anpem Ha nepedauy
C60UX nNaamMeXCHbiX OAHHLIX 3/10yMBIWNEHHUKAM U yuacmue 6 onepayusx
C noxuwyeHHsIMu cpedcmeamut’).

! Berynua B 3akoHHYI0 cuity ¢ 5 mons 2025 roga.



Cnpasouno: 8 nacmosiwee spems enumanue MBI/ Poccuu cKOHYeHmMuposawo
8 MOM HUCTE U HAa mexX Oponax, YCMaHo&AeHHbIX NO Y20JI08HbIM Oenam, 030YHCOEHHbIX
c 5 wwona mekywezo z2o00a. Hmenwno ux OesmenbHocmb 6Gydem nodaexcams
npoyeccyanbHol oYeHKe.

B 2.2. Mockee, Kanyze, OperHbypze, Kypcke, Ynvsaunoecke yzonoeuvie dena
8 omHoweHUU Jponoe yxce nanpasietst 8 cyd, a e 2.2. Mockee u Yabsinoecke K HUM
yaHce NPUMEHEeHbl HAKA3AHUS NO pelleHUusm cydos.

locymapcTBO akTMBHO TNPMHMMAET Mepbl, HO MPSIMOTO TEPMMHA «CTaTUCTUKA
nponrmnepcrsa» B MBI Poccun Her.

JIyuimmit maaukarop - ato crarucruyeckue oruetsl MBJI Poccun «Cocrosiame
IIPECTYIMHOCTU» (KOJIMYECTBO 3aperuCTPUPOBAHHBIX MpecTyrvieHnin) m «CaeneHus
O MarepMaJbHOM yiepbe OT MpecTYIIeHMA, COBEpIIEHHbIX C WMCIOIb30BaHMEM
MHPOPMALMOHHO-TEJIEKOMMYHUKALIMOHHBIX TEXHOJIOT UMY,

[IpHMMaeMble IMPaBOBbIE M TEXHOJOTMYECKME Mepbl IMO3BOIMIA NOOUTHLCS
OINpEeeJIeHHON  TOJIOKMUTEIbHOM  AvHamuku. IIpMpocT KubepripecTyIUieHMin
COKPaTHUJICA.

Ecin B 2024 romy nuuHammka mnpupocra cocravisiia 13%, To mo uroram
10 mecsueB 2025 roma 3abuMkcMpoBaHO CHMKeHMe Ha 9,5% KonmuecrBa
PETUCTPUPYEMBIX MPECTYIHBIX HEeSHUM, COBEPUIEHHBbIX C MCIOJIb30BaHUEM
MHDOPMALMOHHO-TEJIEKOMMYHUKALMOHHBIX TexHosorui. [Ipu 3TOM KO/IMYECTBO
npecTyruieHui, npegycmorpenssbix cr. 158 («Kpaxka») YK PO cansunock Ha 21,8%,
ct. 159 («Momenunyectso») YK PD - na 7,4%.

JaHHasi CTATUCTUKA SBJISETCS NMPSAMbBIM C/I€ACTBMEM MPEBEeHTUBHBIX Mep
0aHKOB M IIPaBOOXPAaHMUTE/IbHBIX OPraHoB, KoTopble, 3ddekTuBHO 6IOKMpPYS
orepauyy IO IepeBOAaM JEHEXHbBIX CPeACTB HAa PAaHHMX CTaAMSAX, BbIHYKIAIOT
[IPeCTYITHbIE I'PYIIbI K aKTUBHOMY IIPUBJIEUEHUIO KYPbEePOB.

B pesysbrare, TOJBKO 3a MPOILLEAIIMIA MeCSI] 3alep>KaHo 86 KpUMMHAIbHBIX
KYpbEepoB, TpeJOTBpallleHbl MOIIeHHMYeCcTBa B OTHOLIeHuM 827 rpakaaH, cymma
npenoTBpalleHHoro yiepba cocrasuia 300 muiH py6ren.

KubeprnipecTynieHus pacnpocTpaHeHbl BO BceX 6€3 MCK/II0UeHUs CTpaHax.
M B KaXX[I0M CTpaHe PacTeT MX KOJIMYeCTBO M CYMMbI IIPUYMHEHHOT 0 yiiepoa.

Tak, B 2024 rogy MexxnyHapomgHOM IpyIina UCCAeI0BaHU MO PYKOBOACTBOM
Oxkcdopackoro yuusepcurtera (BemikoOpurtaHus) onpeneneHsl CTpaHbl, MMEIOLMe
CaMblii BBICOKMM MHIEKC KMOEmpecTYIHOCTH, Takue Kak: YKpamHa (36,4), Kuran
(27,86), CILLIA (25,01), Hurepus (21,8), Pymbiaus (14,83), CeBepnas Kopes (10,61),
Bemkob6puranus (9,01), Bpasumusa (8,03), Ungus (6,13).

M3-3a ToTasnbHOM LM POBM3ALIIMM BO BCEX aCITeKTaX JKM3HM, TAKMX KaK (PMHAHCHI,
busnec, rocyrpanJieHue, 1o JIIaHHbIM Group-IB, (018114517 yiepb
OT KMOEpIIpeCTYIUIEHU B MUPE MCYUCISIETCS TPWUIMOHAMM JIOJIJIapOB €XKerogHO
¥ TIPOJIO/DKAET PacTy JBY3HAYHBIMU NTPOLEHTAMU B TOJI.

HecmoTpss Ha cHmskeHne komuuecTBa peructpupyembix [T-npecryruienuis,
B Poccuy cyMMBbI NTOXMIIEHHBIX IEHEKHBIX CpencTB Takke pactyT. B 2022 roay - 91
miapa, B 2023 roay - 156 miapa, B 2024 roay - 6Gonee 192 mupp pybiei,
3a 10 mecsimes 2025 roaa - 158, 6 mapa pyonen (B aHaIOrMYHOM IIepuoie MPOLLIIOro
roza - 150 muipa). To ecThb 3a TpM rojia HacesieHue ¥ rocy1apCTBO JIMILNIOCH He MeHee
387 mnpp pyosiei.

OpHoBpemeHHO, corsacHO ceemenusiv Banka Poccum B 2023 romy obbem
omepaumii 6e3 corjacus KJIMEHTOB yBenuuwicss 1o cpaBHeHuio ¢ 2022 rozom



Ha 11,48 % u coctaBua 1 165 990 Ha oburyro cymmy 15 791,414 mnu pybnein. Ha
COLMANBHYIO MHKEHepuw mnpuuuiock 6onee 50% MHUMZEHTOB, IpU 3TOM A0JIS
BO3MeEIlIeHHbIX (BO3BPALEHHbIX) CPeCTB He TpeBbicuiaa 4%.

B 2024 rony obbem omnepauui 6e3 m0OPOBOJBLHOrO COIJIACUS KJIMEHTOB
yBemumiIcs no cpaBHeHutio ¢ 2023 ropom Ha 74,36% u coctaBuia 1 197 440 Ha oburyio
cymmy 27 534,31 muH pyoIen.

BmecTe ¢ TeMm, clielyeT OTMETUTBb, UTO KaueCTBEHHass 06paboTKa KaHaJIOB
BbIBO/Ia TMOXMILEHHbIX [IEHEKHbIX CPEICTB, IMPUHSITHE 3aKOHAa 06 YroJOBHOM
OTBETCTBEHHOCTY JIPOTIOB, TpecevyeHue TPEeCcTYyIHOW [IesTeJIbHOCTU KYPbhEPOB,
O/JIOKMPOBKAa OGaHKaMM YIIPaBAEHMS CYETAaMM TMO3BOJW/IM COKPATUTL IPUPOCT
yiuepoa.

Temnbl pocTa 3a SIHBapb-MIOHb CHM3WmMCh ¢ +31,0% pmo +5,6% B stHBape-
oKkTsibpe. 3a 4 Mecsia OeMCTBUS NTPABOBbIX OAPbEPOB CYMMa NMPUUMHEHHOrO yiepba
cHu3wiack Ha 18% (¢ 75 muipn B nione-oktsiope 2024 r. mo 61,6 MiIpa B TOT Ke MEpPHOJ,
TeKYIEero roga).

YcraHOBWIach TO3WUTHMBHASI JIMHAMMKa C  €XKEMeCSUYHOrO COKpallleHuMs
no cpaBHennto ¢ AIII cymmser yiuep6a: B ceHTsbpe — Ha 17,4%, B okTa6pe yxe
Ha 31,6%.

ITodeods umoz obpawjaem 6HuUMaHUe, UMO 3HAYUMENBHYIO PONb Uzpaem
¢ unancosan, npasosas u yugpoesas zpamomHOCMb HACENEHUA, A UMEHHO:

- ecqim Ha Baure umsa oQopMieHbl GAaHKOBCKME KapThl, KOTOpbIe MepemaHbl
3HAaKOMBIM MJI/ 3a JEHEXKHOe BO3HarpakJIeHue MHBIM JMIaM, U MMM BOCIIO/Ib3YIOTCSA
MOLLUEHHUKM, JOCTYI K YIPAaBIeHUIO BCeMM BallMMM cueTaMyu OyzmeT 3ab/IOKMPOBAH,
BbI TIOTAJIeTe TaK CKa)KéM B «YEPHbII» CITMCOK OAHKOB M BOCCTAHOBUTH YIIPaBJICHME
cyeTaMM He TaK IPOCTO.

[TosTomy mpumMMTe CaAMOCTOSITEJIBHO MepPbl K OJOKMPOBKE KapT, KOTOpbIE
yTepSHbI MM NI€peiaHbl B M0JIb30BAHME TPETHUM JINIAM;

- eCJIM BBl YYaCTBOBAIM B IIPOBENEHMM OIEpalMid [0 OOHAIMUYMBAHMIO
TIOXMILEHHBIX JEeHEKHBIX CPEICTB, MO0 repenann CBOK HaHKOBCKYIO KapTy TPETbeMY
JIMLLY, HEOOXOAMMO 0O6PATUTCS B TIOTULMIO.

O6paiiaem BHMMaHue, 4TO B NMyHKTe 4 npumedaHui K crarbe 187 VK POD
BBEIEHO  CIleMaTbHOe  OCHOBAHME [IJIT  OCBOOOKIEHUSI OT  YIOJOBHOM
OTBETCTBEHHOCTHA.

Tak, B ciyyae, eciu JMIO, SABJSIONIEECS KJIMEHTOM OIepaTopa IO MepeBOdy
N@HEKHBIX CPEICTB, BIIEPBbIE€ COBEPIUNIIO MPECTYIVIEHME, TPEAYyCMOTPEHHOE YaCTIMM
Tperben u ueTBepTon cTaTtbhy 187 YK P® no6poBosibHO coobumio 06 3TOM B Opras,
MMEIOILIMIA TNMPaBO BO30OYAMUTH YTOJOBHOE Ies0, M (M/IM) aKTUMBHO CIIOCOBCTBOBAIO
PacKpbITMIO ¥ (WIX) pacCiaeoBaHMIO MPECTYIZIEHMS, OHO OCBOOOKIAETCs
OT YrOJIOBHOM OTBETCTBEHHOCTH 3@ €ro COBEPILIEHME.

Cnencreennbii nenapramenT MB/I Poccun



HMHbopmalMoHHO-CTIpaBOUHbIE MaTepPUasIbl
1o BOINpocam IIPOTHBOIENCTBUSA
NnpecTyIrjieHusam, coBeplldeMbiM
C  MCHo/iib30BaHMeM  MHGOPMALMOHHO-
Te/IEKOMMYHMKALMOHHbIX TEeXHOJIOI MM

OdunmanbHas CTaTUCTUKA M1 Poccun no obpanieHnsIm
O MOIIEHHMUYECTBax B paspese MpasHUYHbIX MepuoAoB OTAeabHO He BegeTcs. OpHako
CYILIECTBYET TaKOe IOHSITHE, KaK «4YeTKas 3aKOHOMEPHOCTb» - KOrja CIpOC pPOXKAAeT
TMpe/l/IoXKeHue.

B npenaBepuu mpasgHMKOB M PacIpogask JHOAM MaCCOBO UILYT BBIFOAY, aKTUBHO
MIOKYTIAIOT NOAAPKM, OMUIETHI Ha KYJIbTYPHbIE MePOIIPUITUS U CJIeJAT 3@ aKLUSIMMU.

3/IOYMBILUTEHHMKM 3TUM aKTMBHO TOJIb3YIOTCH, TaK KakK [CUXO0JIOrMYecKast
rOTOBHOCTb Y€JIOBEKa K BbIFOAHOM MOKYMKEe 3HaYUTEIbHO CHMKAET ero 64MTe/IbHOCTb.

Kakue 1MmeHHO cxembl oOMaHa CTAHOBSTCS  CaMbIMM  MOMYJISIPHBIMMU
Y 3JIOYMbILLJIEHHUKOB?

@OUIIMHT - 3TO OJHA M3 KJKUYEBbIX Yrpo3, HO He eAMHCTBeHHas. YTO MMEeHHO
NEeNaoT 3/I0YMbILLIJIEHHUKHU, TTOACTPauBast CBOM CXEMbI MO/, MOTPEOUTEILCKUE TPEH/IbI:

- Pe3Ko HapalMBalT 00beMbl QMIIMHIOBBIX PACCBUIOK ¢ (PEeMKOBBIMM aKIMSIMM
M CCBUIKAMM Ha CalThI-KJIOHbI;

- CO3JAl0T TOMIEeJIbHBIM CTPAHUIbl MOMYJISIPHBIX MapKeTIUIeMCOB, B TOM YuCJIe
OCYIIECTBJISIIOIMX peayn3aluuio 6uIeToB, npeiaras «HecJAbIXaHHbIe» CKUIKMY;

- aKTMBHEE MCIIOJIb3YIOT CXEeMbl C Tpe/3aka3’oMm AedUIMTHBIX TOBapoB, MUIrpas
Ha aKUOoTaxe.

Takum 00pa3om, cpelu OCHOBHBIX «mMpeHO008» MOuweHHUYecmea 6 cgepe
npodaxcu 6unemos, KOmMOpsIX Ccmoum onacamecsa 6 npedeepuu HOB0200HUX
Npa3odHuUKo08 U 3UMHUX KAHUKYJ, MOXCHO 8bl0enumo caedyrwoujue cnocoosl:

1. Co3paHue 37I0yMBIIUIEHHUKAMU CalTOB — ABOMHUKOB (KOMMM OMUIMATIbHBIX
CaliTOB M3BECTHBIX Kacc). '

st co3manms QeiKoBbIX CaiTOB-KJIOHOB MOILLIEHHMKAMU UCIOJIb3YIOTCS 11aBI0HbI
M aBTOMAaTM3WPOBAHHBIE CKPHUIIThI, KOTOPbIE IMO3BOJISIIOT Pa3sBEPHYTb TOYHYIO KOIMUIO
JIEraJIbHOrO caifTa HYKBaIbHO 3@ HECKOJILKO YaCoB.

C 3TOM LeJIbI0 PETUCTPUPYIOTCS IOMEHHbIE UMEHAa, MOX0XKMe Ha MUMSI U3BECTHOI'O
OpeHna, ¢ pasJMuyHbIMM oredatkamy. «Ku3HeHHbIM LMKI» TaKOTO CaiTa KOPOTOK -
OT HeCKOJIbKMX 4YacoB 10 2-3 CYTOK.

OTOro BpeMeHM OOCTaTOYHO, YTOOBI COBpaTh JOCTATOYHOE KOJIMYECTBO YKepTB,
MocJie Yero MOLLIeHHMKY ero 6pocaroT 1 3amycKaloT HOBBI.

2. Pasmemienue B cetu VHTepHET pekjlamMbl HECYLIECTBYIOIUMX OUIETOB
M0 «HM3KOM» IIeHe [0 Havasia oduIMaabHOM TMNpOJa>ku, a TakkKe Mpojaxka
HeCYHIECTBYIOLIMX WM YK€ UCTIOIb30BaHHbBIX OyMaXKHbIX OUIETOB.

3. [popaska KONMUI/CKPUHILIOTOB 371eKTPOHHbIX 6uietoB. Onmu 6uier npojaaercs
necsaTkam gwoaeit. [Tepsbiit, KTO NpuaeT Ha MeporpusiT1e, MPoOUIeT, OCTaJIbHbIE OCTaHYTCS
y BXOJa.

4. Ucnosib3oBaHue JierajibHbIX IUIOIAA0K nepenpoaax (K npumepy Asurto, KOna),
KOrJa 3JIOYMbIIUIEHHUK MOCJIe NpeforiaThl 6;10KMpyeT NoKynaTess.

5. l'enepauus noameabHbix QR-kOO0B, KOTOpbIE HE 6YOYT CUNTHIBATCS CKAaHEPOM
WM BeLYT Ha QULLIMHTOBBIN CAMT MPU «IIPOBEPKE».

6. [Ilpennoxkenue «BepHYTb» HEHbI'M 3a OTMEHEHHOe  MeponpusTHhe
no aabIIMBOI CCHUIKE.

Yro menaroT BIACTU M OPraHu3aTopbI?



1. MB/I Poccum n PockomHaa30p 610KMPYIOT QUILMHTOBBIE CAUTBI.

2. OpraHusaTtopbl ¥ IUVIOUIAAKM BHEAPSIOT MMEHHbIe OWJIeThl C MacrOpPTHbLIM
KOHTPOJIEM.

3. banky yayuiiaiot cucrembl AHTUOPOI IS OTCIAEKMBAHUS TMONO3PUTEBHbBIX
ornepalmi.

4. JleranbHble TMJIOIIAJAKM CO3AA0T OduUMaNbHbIE TUIOLIAAKU s 6e30macHoM
nepenpoaaXku mo GuUKCMpPOBAHHON LieHE.

Ho ocmoposicHocme u 0c6e00MAeHHOCHb NOKyNnamens oCmarmcs 0CHOBHbIMU
UHCMpYMeHmamu 3aujumel.

Camori coBpemeHHOM ¥ 3bdekTuBHON cTpaTeruen KubepbHe3onacHOCTH
ABJISETCS MIPUHIIAIT HYJIEBOTO JI0BEPHUS.

Ecau roBopuTh KOpPOTKO, €ro CyTh MOXXHO BbIpasuThb oHou (pason « Hukoraa
He J0Bepsii, BCerja npoBepsin».

CoBeTsI NOKyNaTe IsIM:

1. [MoxkynanTe 6MIeTHI TONBKO Yy OdUIMaAbHbIX pacnpoctpauutenei. [Iposepsiite
CIIMCOK Ha caifTe apTUCTa, opraHusartopa miau MepornpusaTusi. OCHOBHbIE JierajbHble
mnowagku: Kaceup.py, SAunexc.Aduua, Ticketland.ru u ap.

2. Bepudwuumpyire canr. IlpoBepsiiTe pnomeH (ampec caura), HaaUMuue
SSL-ceprudukara (3amouex B cTpoke 6paysepa), IOPUAMUYECKUX TaHHBIX KOMITAaHUMA.

3. OcreperaiTech MpeaoiaThl MepeBooM Ha H6AHKOBCKYIO KapTy (usmyeckomy
muuy. Hcnonb3yiiTe 6Ge3omnacHble Crnocobbl OMAaThl, KOTOPbIE MOMKHO OCIOPUTh
(K mpuMepy, cepBUCHI ODUIIMATbHBIX Kacc).

4. TuiaTesbHO NMPOBEPSNUTE MPOAABLIOB Ha BTOPUYHOM PbIHKE, @ UMEHHO:

- CMOTpUTE PEeNTHHT, IaBHOCTb aKKayHTa, MCTOPUIO APYTUX TpoAax, Tpebyiire
OpPUTMHAJI YyeKa U3 OpULIMATBLHON KacChl;

- [UIst 37IEKTPOHHBIX OMJIETOB — IOTOBOPUTECH O BCTPEUE Y KaCChl MePONPUATUS 1151
COBMECTHOM aKTMBAllMM WM T[poBepbTe OuIeT uepe3 oQUUMATIbHOE MOOMIBHOE
npuwiosKeHue Kaccol (OHO ckanupyeT QR u mokasbiBaeT BaaMIHOCTD).

5. He mopmaBaiiTech Ha YJOBKY MOIIEHHUKA M MCIONb3YEMVIO MM TEXHOJIOTUIO
MICUXO0JIOTMYECKOTO JaB/IeHUs: «OWieThbl 3aKaHUUBAKOTCS ».

6. [Togo3puUTeNIbHO OTHOCUTECH K MMCbMaM C MPU3bIBOM K AeMCTBUSAM (Harpumep
«OTKPOI», «IIPOUNTAIN», «O3HAKOMbBCS», «KYIU»), C TeMamMy PO (PUHAHCHI, B TOM YMCIIe
CO CChUIKaMM, OCOOEHHO eCyiM OHM JJIMHHbBIE WJIM HAa0OOPOT, UCIIOIb30BAINCH CEPBUCHI
COKpalIeHUs CChIJIOK.

7. He mepexoauTe mo CCbIJIKaM M3 MMUCbMa, €C/IM OHM 3aMeHeHbI Ha CJIoBa. Takske
Ha OQUIIMHTOBOM cCalTe YacTo eCcTb opdorpadpuyeckmue OILIMOKM U HEKOPPEKTHO
paboTaiolme 3MeMeHThbI.

Ho ecnu Bce ke momasmch Ha YJOYKY MOIIEHHWMKA, AJTOPUTM AeHCTBUA
IOJDKEH ObITh TAKMM:

1. HememieHHO MO3BOHMTE B CBOJI OAaHK MO HOMEPY C OOPATHOM CTOPOHBI KapThbl
1 3a6/10KMpYITE ee, OO COOBIIMTE YTO OCYILECTBIeHa onepauus 6e3 corjaacust KIMeHTa.
B10KMPOBKY 6aHKOBCKOM KapThl MOYKHO TAKXKe OCYIIECTBUTh B MOOMIIBHOM ITPUJTOXKEHUM
BGaHKa.

2. O6patuTech C 3asiBJIEHUEM B ITOJIULMIO.

3. Ecmm Bbl BBeM JIOTMHBI M MApOaM OT KaKMX-IMOO CepPBUCOB, HEMEIJIEHHO
CMEHUTE UX, A TAKXKe BKIIOUKUTE NBYX(DaKTOPHYIO ayTeHTUDUKALMIO.

['naBHOe - He MaHMKOBAaTh, a JENMCTBOBaThH ObICTpO. Baly mnepsbie JeMACTBUS
ONpenessiioT LAHChl BEPHYTh JIEHEKHbIE CPECTBA.

CnencrBenssii genapramenT MBI Poccun



